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Università di Torino
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Abstract
In this paper we propose a framework for decentralized model-based diagnosis of complex systems.
We consider the case where subsystems are developed independently along with their associated (or
embedded) software modules – in particular their
diagnostic software. This is useful in those situations where subsystems are developed (possibly by
different suppliers) without a-priori knowledge of
the system in which they will be exploited, or without making assumptions on the role they will play
in such system.
We describe a decentralized architecture where
subsystems are analyzed by Local Diagnosers, coordinated by a Supervisor. Within the framework,
both the Local Diagnosers and the Supervisor can
be designed independently of each other, without
any advance information on how the subsystems
will be connected (provided that they share a common modeling ontology) and allowing also for runtime changes in the overall system structure. Local
diagnosers are thus loosely coupled and communicate with the Supervisor via a standard interface,
supporting independent implementations.

1 Introduction
The application of model-based diagnosis has often to face
the problem of architectural complexity in real physical systems. Decomposition has been recognized as an important
leverage to manage this type of complexity. Most of the approaches, however, focused on hierarchical decomposition
[Genesereth, 1984; Mozetic, 1991 ], while decentralization
has been explored less frequently (see e.g. [Pencolé and
Cordier, 2005 ]).
In this paper we propose a decentralized supervised approach to diagnosis. This approach generalizes the one in
[Ardissono et al., 2005 ], which is tailored to the specific
case of diagnosis of Web Services. We assume that a system is formed by subsystems each one having its Local Diagnoser, while a Supervisor is associated with the overall system, with the aim of coordinating Local Diagnosers and producing global diagnoses.

Although the details of the approach will be discussed in
the following sections, it is important to notice here that we
consider a general case where:
• The Supervisor needs not have a-priori knowledge about
the subsystems and their paths of interaction.
• Each Local Diagnoser can adopt its own diagnostic strategy and must only implement a communication interface
with the Supervisor.
• Local Diagnosers don’t know each other.
• The Supervisor should behave as a Local Diagnoser in
case the system is a subsystem of a more complex system (hierarchical scalability).
Several reasons motivate the adoption of such an approach.
First of all, it is suitable for distributed systems where the
set of subsystems and their paths of interaction vary across
time. The assumptions above guarantee that subsystems can
be added/removed/replaced independently of each other at
any time, that the paths of interaction may even be nondeterministic, and that no one has to be informed of the change
(loosely coupled integration). Such a decoupling is important
and interesting for several reasons. First it allows developing Local Diagnosers independently of each other, making it
possible to control the design of the diagnostics in a complex
system. This is not only a problem of managing complexity. In many application cases the subsystems are designed
by different entities (e.g., suppliers of the company assembling the complex system) and thus are black boxes for the
designer of the complex system. The problems are common
in many application domains. For example, in aerospace applications, it is very common that systems are assembled with
subsystems provided by different suppliers. A simple example is a landing gear, including hydraulic, mechatronic and
electronic components that are assembled by the assembler of
the aircraft. Each subsystem (e.g., power transmission, or an
hydraulic actuator) is supplied together with its own FMECA
and control/diagnostic software, without any information on
its internal details.
Indeed in our approach we assume that Local Diagnosers
are designed independently of each other, and that the design
of a Supervisor requires only that Local Diagnosers implement a common communication interface (which is a reasonable assumption in an assembler-supplier relationship). In
this sense a decentralized approach where local diagnosers

communicate with a Supervisor is more flexible than a fully
distributed approach, as we can assume that Local Diagnosers
have no information or model about the others and we make
no assumption on the diagnosers and the models they use
(provided the models share a common ontology).
The paper is organized as follows: in the next section we
describe the decentralized architecture we propose. Section
3 explains the assumptions we make on the models used for
diagnosis. Then, section 4 discussed how decentralized diagnosis is carried out in our approach. Section 5 concludes with
a discussion on related work.

2 Architecture
The architecture we define is a supervised one where:
• A Local Diagnoser is associated with each subsystem.
The model of the subsystem is private and it is not visible
outside the diagnoser.
• A Supervisor of the diagnostic process is associated with
the system. It coordinates the work of the diagnosers
optimizing their invocations during a diagnostic session.
The structure of the system (i.e., the subsystems and their
connections) may be known a-priori to the Supervisor or may
be reconstructed by it during the interaction (without any apriori information). This increases the flexibility of the approach as it allows us to deal with system whose structure
(number of components and their connections) may vary dynamically. The architecture defines a communication interface between the Local Diagnosers and the Supervisor. Local
diagnosers are awakened by the subsystem they are in charge
of whenever an anomaly (fault) is detected. They may explain the fault locally or may put the blame on an input received from another subsystem. They communicate to the
Supervisor their explanations (without disclosing the details
of the local failure(s)). The Supervisor may invoke the Local
Diagnoser of the blamed subsystem asking it to generate explanations. The Supervisor may also ask a Local Diagnoser
to check some predictions. The selection of the Local Diagnosers to invoke is made according to rules that optimize
invocations, as we will discuss in section 4.2.
The architecture is scalable (hierarchical) in the sense that
the Supervisor can act as a Local Diagnoser when the system
is used as a subsystem in a more complex system.
Notice that, in order to communicate, the Supervisor and
Local Diagnosers must speak a common language; in other
words, we must assume that they share a modeling ontology
that allows them to share information about exchanged quantities. This nevertheless allows each Local Diagnoser to use
its own modeling language and assumptions, and even to internally use a different ontology if needed, provided that it is
able to map it over the common one during communications.

3 Models
The approach we propose focuses on Qualitative Models; in
this paper we will in particular deal with deviation models
[Malik and Struss, 1996 ] although we will briefly describe
how our proposal can be applied to other qualitative models
as well. It is worth noting that deviation models proved to be
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Figure 1: The Landing Gear section of an Aircraft System
successful in several applications to technical domains (e.g.,
[Sachenbacher et al., 2000; Picardi et al., 2002; 2004 ]).
As we discussed in the previous section, the Supervisor is
not aware of specific subsystem models; however, it is aware
of their existence and, in order to coordinate Local Diagnoser
and combine the information they provide, it must make some
assumptions on the modeling ontology. In this section we will
discuss these assumptions.
First of all, as it is common in a large part of model-based
diagnosis, we consider component-oriented models, where
each component has one correct behavior and one or more
faulty behaviors. Each behavior of a component is modeled
as a relation over a set of variables. Variables that represent
quantities exchanged with other components are either input
or output variables. The complete system is specified as a set
of assignments of an output variable of one component to an
input variables of another one.
By Qualitative Model (of a physical system) we intend a
model where all variables have a finite, discrete domain, thus
representing either a discretization of the corresponding physical quantity, or an abstraction over some of its properties.
This implies that, in a qualitative model, the relation that defines a component or system can be expressed extensionally
(although in most cases this is not desirable). In this context,
each component C can be represented as a unique relation
over a set of variables by introducing a distinguished mode
variable C.m, that ranges over the set of behavior modes
{ok, ab1 , . . . , abn } of the component itself.
As mentioned above, in this paper we will particularly focus on deviation models, which means that:
• Each physical quantity q represented in the model has
a corresponding variable ∆q representing a qualitative
abstraction of the deviation of q with respect to its expected value. Common domains for deviation variables
are {ok, ab}, expressing whether the value of q is normal or not, and {−, 0, +}, expressing whether q is lower
than, equal to, or higher than its expected value. Here we
will take this last option; we will therefore be discussing
sign-based deviation models.
• Each behavior model expresses relations among deviation variables. For example, an electrical model might
state that if the resistance in a circuit is higher than expected, than the intensity of the current flowing in the
circuit is lower than expected.
We will now introduce a running example that we will use
throughout the paper to illustrate the approach.
Figure 1 shows a simplified part of an Aircraft System,
namely the part concerned with the Landing Gear. The pic-

ture represents a high-level view of the system: we do not see
individual components, but interacting subsystems. Subsystem pictured with a dashed line do not directly take part in the
example, but are shown for the sake of completeness.
The Hydraulic Extraction System (HES) creates a pressure
that mechanically pushes the Landing Gear, thereby extracting it. The HES is also connected to some leds on the cockpit, that show whether the subsystem is powered up or not. In
order to create the pressure, the HES takes power from two
sources. The main source is the Power Transmission from
the aircraft engine, which actually powers up the main pump
of the HES. A secondary source (used to transmit the pilot
command from the cockpit, and to light up leds) is the Independent Power Supply, which produces a low-amperage DC
current.
We will detail parts of this example in the following, as
needed to explain the different aspects of the decentralized
diagnostic process.

4 Decentralized Diagnostic Process
In this section we will describe how the diagnostic process
is carried out. As we have already mentioned, a Supervisor coordinates the activities of several Local Diagnosers
{LD1 , . . . , LDn }. In order to obtain a loosely coupled integration, the Supervisor assumes that each LD i is stateless,
that is every invocation of a Local Diagnoser is independent
of the others. Moreover, the Supervisor does not make any
assumption on the implementation of each Local Diagnoser.
The interaction is thus defined by:
• An interface that each Local Diagnoser must implement,
discussed in section 4.1. The role of Local Diagnosers
consists in generating htpotheses consistent with their
model and observations.
• An algorithm for the Supervisor that computes diagnoses by coordinating the Local Diagnoser through the
above interface, explained in section 4.2. The role of the
Supervisor is to propagate hypotheses to the neighbors
of a Local Diagnoser.
Figure 2 shows an example of this architecture for the system in Figure 1.
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Figure 2: An example of decentralized architecture
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4.1

The Extend interface

We assume that each Local Diagnoser LD i reasons on a
model Mi of its subsystem Si , according to what we discussed in section 3. From the point of view of the Supervisor
and its interactions with Local Diagnosers, each model M i is
a relation over a set of variables where:
• mode variables, denoted by S i .m, express the behavior
mode of components in S i ; each of them has thus a different domain;
• input/output variables express deviations of quantities
that Si exchanges with other subsystems.
Of course a model M i may include additional (internal, and
private) variables, and may be not expressed at all as an extensional relation. This is however hidden in the implementation
of each Local Diagnoser.
The interface between the Supervisor and the Local Diagnosers is made of a single operation called E XTEND that the
Supervisor invokes on the Local Diagnosers. Moreover, upon
an abnormal observation, Local Diagnosers autonomously
execute E XTEND and send the results to the Supervisor.
The goal of E XTEND is to explain and/or verify the consistency of observations and/or hypotheses made by other Local Diagnosers. Thus, the input to E XTEND when invoked
on LDi is a set of hypotheses on the values of input/output
variables of M i . Such hypotheses are represented as a set of
partial1 assignments over the variables of interest.
In the particular case where E XTEND is autonomously executed by a Local Diagnoser upon receiving an abnormal observation from its subsystem, the set of hypotheses contains
only the empty assignment (i.e. an assignment with an empty
domain).
For each hypothesis α received in input, LD i must first of
all check whether α is consistent with the local diagnostic
model Mi and the local observations ω i . Then LD i must extend α in two directions: backwards to verify whether that
hypothesis needs further assumptions to be supported within
Mi and ωi , and forward to see whether the hypothesis has
consequences on other subsystems, that may be verified in
order to discard or confirm it.
Let us consider as an example the Hydraulic Extension
System, a (simplified) close-up view of which is depicted in
Figure 3.
Suppose the Local Diagnoser LD 3 , associated to the HES,
receives in input an assignment that assigns the value ”−” to
1
A partial assignment over a set of variables V is any assignment
α whose domain Dom(α) is a subset of V .

its output data variable HES.∆E, representing the mechanical extraction of the Landing Gear. This value means that the
Landing Gear did not extract when expected.
LD3 may see that, with respect to the local model, for that
piece of data to be less than expected, one of the following
must have happened:
• An internal component has failed, for example the pump
is stuck or the pipe is leaking.
• One of the two inputs of the pump is wrong, for example the pump is not powered or it has not received the
command.
This means that the partial assignment HES.∆E = − can
be extended in four ways: by assigning HES.m = stuck, or
HES.m = leaking, or HES.∆V = −, or HES.∆C = −.
What is important regarding extensions is that they should
include everything that can be said under a given hypothesis,
but nothing that could be said also without it. In other words,
we are interested in knowing whether a given assignment constrains other variables more than the model alone does. The
following definition captures and formalizes this notion.
Def. 1 2 Let Mi be a local model with local observations ω i ,
and let γ be an assignment. We say that γ is admissible with
respect to Mi and ωi if:
i. γ is an extension of ω i ;
ii. γ is consistent with Mi ;
iii. if Mi,γ is the model obtained by constraining M i with γ,
its restriction to variables not assigned in γ is equivalent
to the restriction of M i itself to the same variables:
Mi,γ |VAR (Mi )\Dom(γ) ≡ Mi |VAR (Mi )\Dom(γ) .
Thus, for each assignment α received in input, the E X TEND operation of a Local Diagnoser LD i returns a set of
assignments Eα that contains all minimal admissible extensions of α with respect to M i and ωi , restricted to input, output and mode variables of M i . Notice that, whenever α is
inconsistent with the observations and/or the model, E α is
empty.
Minimal admissibility avoids unnecessary committments
on values of variables that are not concretely constrained by
the current hypothesis.
In order to illustrate these definitions, let us consider a
(again, simplified) model M P of the pump P alone. The
model includes four variables: P.m represents the behaviour
mode, P.∆V the power supply to the pump, P.∆C the command that turns on the pump, and P.∆F the flow coming out
from the pump. The extensional representation of M P is:
P.m P.∆C P.∆V P.∆F
ok
ok
ok
ok
ok
ok
ok
ok
ok

0
0
0
+
+
+
−
−
−

0
+
−
0
+
−
0
+
−

0
+
−
+
+
0, +, −
−
0, +, −
−

P.m P.∆C P.∆V
stuck
stuck
stuck
stuck
stuck
stuck
stuck
stuck
stuck

0
0
0
+
+
+
−
−
−

0
+
−
0
+
−
0
+
−

P.∆F
−
0, +, −
−
0, +, −
0, +, −
0, +, −
−
0, +, −
−

2
The definitions in this section are rephrased from [Ardissono et
al., 2005].

Now suppose we execute E XTEND on M P alone, having
in input an assignment α such that Dom(α) = {P.∆F }
and α(P.∆F ) = −. Let us first of all verify that α itself
is not admissible, by computing M P |{P.m,P.∆C,P.∆V } and
MP,α |{P.m,P.∆C,P.∆V } .
MP |{P.m,P.∆C,P.∆V
P.m P.∆C
ok
ok
ok
ok
ok
ok
ok
ok
ok
stuck
stuck
stuck
stuck
stuck
stuck
stuck
stuck
stuck

0
0
0
+
+
+
−
−
−
0
0
0
+
+
+
−
−
−

P.∆V
0
+
−
0
+
−
0
+
−
0
+
−
0
+
−
0
+
−

MP,α |{P.m,P.∆C,P.∆V }
P.m P.∆C
ok
ok
ok
ok
ok
stuck

≡
stuck
stuck
stuck
stuck
stuck
stuck
stuck
stuck

0
+
−
−
−
0
0
0
+
+
+
−
−
−

P.∆V
−
−
0
+
−
0
+
−
0
+
−
0
+
−

It is easy to see that the minimal admissible extensions of α
wrt MP are the following:
P.m P.∆C P.∆V P.∆F
γ1 stuck
γ2
γ3

−

−

−
−
−

γ1 , γ2 and γ3 express the three possible explanations for
∆F = −: either the pump is stuck, or it is not powered, or
it did not receive the command. For each of the three assignments, unassigned variables are those whose value is irrelevant to the explanation.

4.2

The Supervisor algorithm

The Supervisor is started by a Local Diagnoser LD first that
sends to it the results of an E XTEND operation executed as a
consequence of an abnormal observation.
During its computation, the Supervisor records the following information:
• a set H of assignments, representing current hypotheses;
• for each assignment α and for each variable x ∈
Dom(α), a modified bit. By mdf(α(x)) we will denote
the value of this bit for variable x in assignment α.
Moreover, we assume that given an input or output variable
x that has been mentioned by one of the Local Diagnosers,
the Supervisor is able to determine the variable conn(x) connected to it. We do not make any assumption on whether this
information is known a priori by the Supervisor, or it is retrieved dynamically, or it is provided by the Local Diagnoser
itself.
The Supervisor initializes its data structures with the results of the initial E XTEND operation that has awakened it:
• H contains all the assignments that were sent by LD first
as the result of E XTEND;
• for each α ∈ H, and for each x ∈ Dom(α), the Supervisor extends α to the variable conn(x) connected with x
by assigning α(conn(x)) = α(x). Then the Supervisor
sets mdf(α(conn(x))) = 1.

Modified bits are used by the Supervisor to understand
whether it should invoke a Local Diagnoser or not. The basic
rule it uses is the following:
Basic Rule. If a subsystem Si has a variable x with
mdf(α(x)) = 1 for some α, then LD i is a candidate for invocation and α should be passed on to E XTEND.
There are however two exceptions to this rule, that allow to
reduce the number of invocations:
Vertical Exception. Given a variable x belonging to a subsystem Si , if all assignments give the same value to x,
and either the value is 0 or x is an input variable, then x
and its modified bits should not count towards deciding
whether LDi should be invoked or not.
This exception avoids that a Local Diagnoser is invoked
to verify/discard something that has already been assessed to be true. If however the assesses truth concerns
an abnormal value for one of S i ’s outputs, then LD i is
still asked to give an explanation.
This exception is referred to as vertical because it considers the value of a variable throughout different assignments, that is a column in the assignments table representing H.
Horizontal Exception. Given an assignment α and a subsystem Si , if mdf (α(x)) = 1 implies α(x) = 0, then
α and its modified bits should not count towards deciding whether LDi should be invoked or not. If LD i is
nevertheless invoked, α should be passed on to extend
only if LDi has never been invoked before.
This exception avoids that a Local Diagnoser is invoked
only to verify that ”everything ok” is consistent with its
model (which is trivially true).
It is called horizontal because it considers values of different variables in the same assignment, that is a row in
the assignments table representing H.
Notice that when deciding whether the Horizontal Exception can be applied, only variables with modified bits set to
1 are considered. In order to apply it, we do not need the
whole assignment to assign value 0, but only the part of it
that has never been examined by the proper Local Diagnoser.
Thus , if a Local Diagnoser LD i has already been invoked, it
is never invoked again until one of the variables in S i is assigned a value different than 0. Thanks to the definition of
E XTEND, we do not have to worry that a newly assigned 0 is
inconsistent with a previously extended assignment.
After initializing data structures, the Supervisor loops over
the following three steps:
Step 1: select the next LD i to invoke. The Supervisor selects one of the Local Diagnosers LD i for which there is
at least one assignment α meeting the Basic Rule with
no Exception. If there is none, the loop terminates.
Step 2: invoke E XTEND. If LD i has never been invoked before in this diagnostic process, then the input to E XTEND
is the set of all assignments in H, restricted to variables
of Mi . Otherwise the input consists only of those assignments α that meet the Basic Rule but not the Horizontal
Exception.

Step 3: update H. The Supervisor receives the output of
E XTEND from LD i . For each α in input, E XTEND has
returned a (possibly empty) set of extensions E α =
{γ1 , . . . , γk }. Then α is replaced in H by the set of
assignments {β1 , . . . , βk } where βj is obtained by:
• combining α with each γ j ∈ Eα ;
• extending the result of this combination to connected variables, so that for each x ∈ Dom(γ) representing an input/output variable, β j (conn(x)) =
βj (x).
This implies that rejected assignments, having no extensions, are removed from H.
Step 4: update the mdf bits. For each assignment β j added
in Step 3 mdf bits are set as follows:
(i) For each variable x not belonging to M i such that
x ∈ Dom(βj ) and x ∈ Dom(α), mdf(βj (x)) is set
to 1.
(ii) For each variable x belonging to M i such that x ∈
Dom(βj ), mdf(βj (x)) is set to 0.
(iii) For any other variable x
∈
Dom(β j ),
mdf(βj (x)) = mdf(α(x)).3
Notice that the diagnostic process terminates: new requests
for E XTEND are generated only if assignments are properly
extended, but assignments cannot be extended indefinitely.
At the end of the loop, assignments in H provide
consistency-based diagnoses as follows:
Def. 2 Let α be an assignment in H at the end of the diagnostic process. The diagnosis associated with α is the assignment
∆(α) such that:
• Dom(∆(α)) is the set of all mode variables of all involved models;
• for each x ∈ Dom(α) ∩ Dom(∆(α)), ∆(α)(x) = α(x);
• for each x ∈ Dom(∆(α)) \ Dom(α), ∆(α(x)) = ok.
Of these diagnoses, non-minimal ones are discarded.
It can be proved that this algorithm computes all minimal
consistency based diagnoses with respect to the model and
observations of the part of the system involved in the diagnostic process.
Notice that in the Supervisor algorithm the role of mode
variables is rather peculiar. Since these variables are local
to a given system, the Supervisor never communicates their
value to a Local Diagnoser different than the one originating
them. Thus, they are not needed for cross-consistency checks.
There are two main reasons why we need the Supervisor to
be aware of them:
• They provide the connection between two different invocations on the same Local Diagnoser; by having the Supervisor record them and send them back on subsequent
calls, we allow the Local Diagnosers to be stateless.
• The Supervisor needs them to compute globally minimal
diagnoses.
3
Variables in Dom(βj ) but not in Dom(α) are all covered in the
first two cases.

Notice however that, for both of these goals, the value of
mode variables needs not be explicit: in other words the Local Diagnosers may associate to each fault mode a coded Id
and use it as a value for mode variables. In this way, information on what has happened inside a subsystem can remain
private.
Let us conclude this section with an example of execution
of the Supervisor algorithm on the system in figure 1. The
names of the subsystems will be shortened as follows: Eng
will denote the Engine; DCP the DC Power; PT the Power
Transmission; HES the Hydraulic Extraction System; LG the
Landing Gear; LED the LEDs. Moreover, we will write S.x
to denote variable x belonging to subsystem S, and S.m will
denote a variable summarizing the behaviour mode of components in S.
Let us assume that LG observes a − value for LG.∆E. It
autonomously invokes E XTEND, which as an output has only
the following assignment:

The set of hypotheses is updated accordingly and the Supervisor obtains H 3 .
The only candidate for invocation is now LD 3 , because although Eng has some modified bits set to 1, it falls in both the
Exceptions. Thus LD3 is invoked again, only on the modified
assignment, that is α04 , restricted to HES variables. Now, let
us assume that from the point of view of the HES having
∆X = − implies necessarily that also ∆Y = −. The result
of E XTEND is then:
HES.m HES.∆E HES.∆V HES.∆C HES.∆X HES.∆Y
α04

LED.∆Y
α0[1,2,3]
α04

−

The Supervisor receives this assignment, and accordingly
initializes its data structures. Figure 4 shows how H changes
during the execution of the Supervisor algorithm; in particular, H0 corresponds to H immediately after initialization. 4
At this stage the only candidate for invocation is LD 3 , responsible for the HES. Its input consists of assignment α 0
restricted to HES variables, which (as already discussed in
section 4.1) is extended by LD 3 as follows:
HES.m HES.∆E HES.∆V HES.∆C
HES.∆E
α0

−

=⇒

α01
α02
α03
α04

−
−
−
−

leak
stuck

−

α0[1,2,3]
α04

−

=⇒

DCP.m DCP.∆C DCP.∆X
α0[1,2,3]
α04

fail

−

−

The Supervisor therefore updates H; the result is the set
H2 .
Now it’s LD1 ’s turn. The input and output of E XTEND are:
PT.∆V
α0[1,2,4]
α03

−

=⇒

PT.m PT.∆V PT.∆T
α0[1,2,4]
α03

fail

−

−

−

−

=⇒

LED.M LED.∆Y
α0[1,2,3]

0

Updating H the Supervisor obtains H 5 .
Notice that due to the Exception there is no Local Diagnoser left to invoke, thus the diagnostic process ends here.
Minimal diagnoses thus are:
HES.m = leak: the pipe of the Hydraulic Extraction System
is leaking (from α 01 ).
HES.m = stuck: the pump of the Hydraulic Extraction System is stuck (from α 02 ).
PT.m = fail: the Power Transmission is broken (from α 03 ).

−

The Supervisor receives these result and updates H, obtaining H1 depicted in Figure 4.
Now there are two candidates for invocation, LD 2 and LD1 ,
respectively responsible for the DCP and for the PT. They
can be invoked in any order; let us assume that LD 2 is invoked first. Since it is the first invocation, its input are all the
assignments in H restricted to DCP variables. For the sake
of the example, let us assume that the DCP can produce a −
on ∆C only by being failed itself, and that as consequence of
this failure also ∆X should be − as well. Then, LD 2 extends
the input assignments in this way:
DCP.∆C

−

H now becomes as H4 in Figure 4. Now LD 4 is invoked;
let us assume that observations on LED report that everything
is ok with the leds. What happens is that one of the two input
assignment is extended, while the other is rejected as inconsistent. Here are the input and output of E XTEND:

LG.m LG.∆E
α0

−

0
0

In this case, we assume that the PT has observed that its
input ∆T from the engine is normal. As a consequence, it
can explain the − on ∆V only with an internal failure. Thus,
the output sent to the Supervisor is:
4
In Figure 4 the symbol  indicates that for the corresponding
assignment and variable the modified bit is set to 1.

4.3

Other types of models

We briefly discuss here how the approach can be applied also
to models different than the sign-based deviation models used
in our explanation.
In general, the algorithm can be applied as is to any type of
deviation model where there is only one value associated to
the nominal behavior. Models with variable domains such as
{ok, ab} or {−−, −, 0, +, ++} belong to this category.
In order to apply the approach to a generic qualitative
model, we need to modify the Supervisor algorithm by:
• discarding the Horizontal Exception;
• modifying the Vertical Exception, so that it applies only
to input variables.
It is clear that giving up the Horizontal Exception means
increasing the number of invocations to Local Diagnosers.
What however matters is whether these invocations are useful
for the Diagnostic Process; in other words, whether the level
of abstraction in the model is suitable for the diagnostic task.
For mixed models, that is models that combine deviation
variables with other types of variables, it may neverthelsess
be possible to define other exceptions to the Basic Rule, more
restrictive than the one described here, that allow to reduce
the number of invocations. However each type of model
should be analyzed separately to discover whether this optimization is possible.
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Figure 4: The set H in different stages of the Supervisor algorithm, during a diagnosis for the system in Figure 1.

5 Conclusions
In this paper we discuss a supervised decentralized approach
to diagnosis that allows to loosely couple multiple diagnosers,
in order to deal with architecturally complex systems.
The goal of the paper is to show that we can effectively
perform the diagnostic task and define intelligent strategies
for the Supervisor, even if it is not aware of the internal aspects of Local Diagnosers, the Local Diagnosers do not know
each other, and their paths of interaction dynamically change.
In this paper we do not face the problem of the implementation of Local Diagnosers. The discussion of efficient algorithms that execute the E XTEND operation is out of the scope
of this paper, especially since such algorithms would strongly
depend on the modeling language and specific assumptions of
each individual Local Diagnoser.
It is worth noting, however, that the decentralized approach
can be hierarchically applied to subsystems, possibly having
the same program playing both the role of the Supervisor and
of the Local Diagnoser. In this case the advantage of the decentralized approach would be, rather than information hiding, to exploit the Supervisor to choose which parts of the
model should be analyzed. At the lowest level (i.e., the level
of basic components) this would still require to directly execute E XTEND; however for small models the results of this
operation could easily be pre-compiled.
Hierarchical scalability is indeed an important feature of
our approach which allows to integrate hierarchical decomposition as a further means to deal with the complexity of the

systems to be diagnosed.
As we already mentioned, the approach proposed in this
paper is a generalization of the one proposed in [Ardissono et
al., 2005 ] to deal with diagnosis of Web Services. In particular, the definition of the E XTEND interface is borrowed from
[Ardissono et al., 2005 ], while the Supervisor algorithm is
generalized in order to loosen the assumptions and still produce all minimal consistency-based diagnosis.
If we consider other approaches in the literature, we see
that [Pencolé and Cordier, 2005 ] has some relevant similarity
from the point of view of diagnostic architecture: a supervisor is in charge of computing global diagnoses exploiting the
work of several local diagnosers. However, this work differs
in some significant respects:
• the system to diagnose is modeled as a discrete-event
system;
• the main problem is to avoid composing the whole
model, because this would produce a state-space explosion;
• as a consequence, the supervisor is aware of the subsystem models, but cannot compose them: it can only
compose local diagnoses to obtain a global one;
• due to the nature of the considered systems, reconstructing global diagnoses is a difficult task, and as such it is
one of the main focuses of the paper.
Thus [Pencolé and Cordier, 2005 ] actually focuses on quite

different theoretical and practical problems than those addressed in this paper.
Other papers in the literature deal with completely distributed approaches to diagnosis, where diagnosers communicate with each other and try to reach an agreement, without
a supervisor coordinating them. Our choice of a supervised
approach was motivated by the need of having loosely coupled diagnosers, while a purely distributed approach requires
diagnosers to establish diagnostic sessions and exchange a
greater amount of information in order to compute diagnoses
that are consistent with each other.
Nevertheless, the distributed approach proposed in [Roos
et al., 2003 ] has some similarity with ours because it is based
on the idea of diagnosers explaining blames received from
others, or verifying hypotheses made by others. Needless to
say, the proposed algorithms are completely different, having
to deal with a distributed approach. Moreover, in order to reduce computational complexity, the authors introduce some
fairly restrictive assumptions on the models (e.g. requiring
that explanations imply normal observations, or that output
values are either completely undetermined or completely determined), which are not acceptable in our case.
Another distributed approach on a similar basis is the one
in [Kalech and Kaminka, 2004 ]; however in this case the focus is on diagnosing failures in the communication among
agents in a team, a problem the authors refer to as social diagnosis. Thus the tackled problem is different from the one
we cope with, since it deals with failures arising in the communication between subsystems with different sets of beliefs,
rather than with failures happening inside a subsystem and
propagating to others.
Finally, an interesting distributed approach is tackled in
[Provan, 2002 ]. Here the scenario is rather similar to ours:
each diagnoser has a local model and observations, which are
not shared with the others. Each local diagnoser computes
local minimal diagnoses, and then engages in a conversation
to reach a globally sound diagnosis. However, being the approach purely distributed, solutions are different. In particular, in order to propose a solution with reduced complexity,
the author focuses on systems whose connection graph has a
tree-like structure. On the contrary, our approach (thanks to
the presence of the supervisor) does not need to make any assumption on system structure; in fact, system structure may
even dynamically change.
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