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Executive summary

The present deliverable D3.2 reports on the results of theareh conducted in Phase 2 within
the following tasks:

Task T3.1 - Models of execution mechanisms and compositiategies, dynamic archi-
tectures, Subtask T3.1b on global service properties

Task T3.2 - Mechanisms to support self-healing behavio8r2l on more open Internet
environments.

The goal of this work is to de ne the basis for developing acgfanodules that will support the
prototype in WP4 (D4.5) by providing the extended executimechanisms and composition
strategies needed to perform diagnosis/repair. The rdpouses in particular on describing
the advanced multilevel monitoring support developed witWS-Diamond in Phase 2, on
the speci cation of the complete self-healing interfacestgport self-healing execution and
coordination, and class-level mechanisms to support Q@& fananagement.

4 SIXTH FRAMEWORK PROGRAMME
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1 Introduction

As described in Report D3.1, failures during Web servicecatien may depend on a wide va-
riety of causes. In D3.1, developed in Phase 1 of the projeetle ned the basic self-healing
architecture for web services in WS-Diamond, we de ned theppsed alternative repair ac-
tions, and monitoring aspects, focusing in particular a@névrelated temporal and conformance
aspects.

In deliverable D1.1, we described the approach in the pro@ated to Web service faults,
discussing the levels of faults (infrastructural & middae, Web service, and Web application
levels), and their dependencies. In order to add selfingalapabilities to Web service envi-
ronments, possible recovery actions at Web serviceand Web applicationlevels have been
illustrated and discussed, exempli ed with respect to ingrexamples involving coordinated
Web Services. The prototype developed in Phase 1 integrasedrch results from WP3, about
repair actions execution and event monitoring, and WP4oprditributed diagnosis of faults
and algorithms for deriving repair plans.

In this report, we refer to a set of relaxation of assumptibas allow the research to provide
the speci cation of execution mechanisms for self-healiigb Services.

The relaxation of assumptions regards the compositionatbieitecture, and the diagnosis
and repair phases.

Regarding composition, ahoreographymodel is introduced, to represent a set of au-
tonomous interacting services. Such model allows momigpthe sequences of messages ex-
changed by interacting services.

To support self-healing execution, self-healing mechasiare added also tack box ser-
vicesand the mechanisms are moved towardspen worldenvironment through a generaliza-
tion of the concept of self-healing interface introducethia rst prototype, where web services
are becoming managed resources in the system.

Finally, research is considering also class level repalpo$ faults, specifying how class-
level repair can be supported by WS-Diamond in this case @suisking the integration with
instance-level functional repair.

1.1 Reference scenario

The general reference scenario for the WS-Diamond pragestrioduced in Figure 1. It consists
of two main self-healing loops. In the inner loop, self-lieglis performed on a single instance
of arunning process, while the external loops deals withsauccurring on multiple instances of
the process or service, considering in particular faulted to Quality of Service (Qo0S). Both
loops are based on a logging and monitoring infrastructhéch captures relevant information
for the analysis of the problems. The decision mechanisnigtmle the faults or identi ed
problems such as a low quality of service or unexpected s\artbased on diagnosis to identify
the cause of problems (faults) and planning to generatecaeeg plan for the running process.
The Execution support module provides a set of repair agtidnich can act either on a single
running service or process, or on a class of services (&assrepair).

In Phase 1, a basic logging mechanisms has been developadporsdiagnosis in WP3,
diagnosis and recovery planning algorithms have been deedlin WP4. The focus of WP3 has

SIXTH FRAMEWORK PROGRAMME 5
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Figure 1: General WS-Diamond scenario

been on supporting the execution of repair actions, gangrétult messages, and coordinating
repair actions through a basic self-healing interface téop@ self-healing on a single running
process.

In Phase 2, the monitoring mechanism has been extendeddmeoa more general class of
interacting processes, providing a multiple level infrasture for monitoring and logging which
is the basis for event-based diagnosis in WP4. As discuss8éddation 1.2, the concept of self-
healing interface has been extended to provide a distdlsupport to self-healing, handling the
web services as resources and using re ective mechanisaetéomine their status. Finally, in
Phase 2, the support for QoS faults at class-level has bestoged, as introduced in Section
1.3.

In the present report, examples are drawn from the FoodShep study which is the basis
for the project demonstrations. The general FoodShop ¢adg & described in [D1.1, 2006],
and a detailed description has been provided in the Soft@atererables document which
presents the prototypes developed in Phase 1 of the prajeetbasic example has been revised
and extended as shown in the text to illustrate some spediaracteristics of the presented
models and Phase 2 extensions.

1.2 From orchestration to choreography

In Phase 2, the project has aimed at providing self-healimgtfonalities in a more general
context of execution. While in Phase 1 the focus has been oviding self-healing on an
orchestrated process, in Phase 2 the more general condeptraicting web services has been
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considered, where services may also not support direc#yfdnealing approach.

This approach has resulted in two main modules, being stuadid developed in the project:
a) an extended monitoring functionality, based on the gonoecoordinating services through
a choreography; b) an advanced self-healing interfacectwailows dealing with services as
managed resources in a distributed system, where web egiatie enhanced with the possibility
of exchanging messages about their status and their camitiohs.

Even if various efforts have been recently done in orchistraeand choreography to en-
courage the adoption of Web Services, choreography stilines of limited use, due to its
complexity in managing certain application coordinati@pects.

Especially under the open world assumption, which is camsid in this phase of WS-
DIAMOND, choreographed services present some challenigisiges. In fact, if we consider
public available Web service registries, as UDDI, it is diflt to compose Web Services because
they have a description which does not always corresponctlgxa the currently provided Web
service, due to new versions or modi cations of functiotyabif the Web Services.

Up to now, in the project, composite Web Services have beéair@n via a cooperation
of multiple Web Service suppliers. The orchestration specactivities to be performed by
cooperating Web Services in a work ow, run by an orchestgiivVeb Service (the Shop service
in the test case). Such orchestrator invokes the coopgréfeb Services and coordinates their
activities. Regarding error detection, the hypothesisrohestrated services is advantageous
in that it allows reasoning about faults. This is feasibleause the orchestrating Web Service
knows the work ow of the composite application and can imguhe services about their states.

Conversely, a disadvantage of the orchestration appréatigt the orchestrator is the cen-
tral point of invocation of all the cooperating Web Servicggliers and knows their interaction
protocol, which is strictly coupled with all the service gliprs. Moreover, the orchestrator is a
bottleneck in the execution of the application, since datas all ow through it.

When moving from orchestration to choreography, strictyming assumptions have to
be relaxed even in Enterprise Application Integration, mwkiee cooperating Web Services are
administered by different organizations. In fact, a dethivork ow speci cation is transformed
to a set of simpler interactions between subsets of Web &=vMoreover, simpler interactions
have to be coordinated with each other in order to completedmposite service.

With choreography, complex services are obtained throogperation of multiple Web Ser-
vice suppliers, where the choreography speci es admissii@ssage exchanges among cooper-
ating Web Services. The process as a whole is regarded nasrdymulti-party conversation.
In particular, no one of the cooperating Web Services vidwsvithole interaction graph. Ad-
ditionally, local cooperations between Web Service s@pplare carried out in an independent
way.

The speci cation of a choreography can occur under the hgsit of federated chore-
ographies. These are being proposed in order to split theeogmaphy into strongly coupled
portions. Possibly, smaller units of choreographies $pdiee interaction among subsets of the
cooperating Web Services.

Running choreographed services is based on the coordinatithe federated choreogra-
phies. No Web Service involved in the cooperation has a viethewhole interaction graph:
hence, only local inferences can be possibly performeddmdd how to react in case of faults.

SIXTH FRAMEWORK PROGRAMME 7
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Moreover, the reactions may be very delayed.

In WS-DIAMOND, WP3 is proposing to base monitoring on chapephy, with the goal of
achieving earlier fault detection. This aspect will be préed in this report in Section 2

The self-healing interface developed in Phase 1 providsi fianctionalities to notify fail-
ures in the process, and to coordinate the interaction arti@ngrocess executor (an enhanced
BPEL engine, SH-BEL, providing repair actions developedhia project), and the diagnosis
and planning modules. In Phase 2, this concept has beenafjeadr and it is offered both for
orchestrated services and for normal web services. The stdhe service and the applicable
control operations, are accessible through a distributedce management mechanisms based
on WSDM, as detailed later in this report. The self-healintgriface allows managing the lifecy-
cle of services, and controlling the possibility of exeogtoperations. It also allows decoupling
process and service execution from their management éunadiiies, thus allowing accessing
information about services also when they might be not alskgl thus improving self-healing
diagnosis and planning by providing additional informatio

1.3 QoS and time constraints

In WP3, we are studying and developing an architecture antesoethods and solutions for
creation and management of self-healing Web Services, tabiietect anomalous situations,
which may manifest as the inability to provide a service ofuldl Quality of Service (Qo0S)
requirements, and to recover from these situations, eygreérranging or recon guring the
network of services.

In Section 3, this report presents the considered QoS péesnaamely response time,
execution time, communication time, throughput, and atlity.

Moreover, a number of time constraints is taken into accourdr example, considering
when the execution time in N consecutive runs is greater thanaverage time, or when a
set of execution times presents unexpected acceleratiomghen the execution time increases
abruptly.

The next steps in the project regarding QoS and temporaltreams regard the possibility
to handle speci ¢ QoS parameters in a prototype implem@mtaissociated with a new global
monitoring.

Finally, considering distributed repair management, wasater in general distributed ser-
vice management with WSDM (MOWS-MUWS), able to represenb\&ervice capabilities in
a dynamic way. In fact, the properties of Web Services mighnge during its lifetime. More-
over, repair actions may be not always possible, since tregtate or time dependent. Finally,
Web Services may generate explicit messages for timeouts.

In distributed process management, some project partneideseloping self-healing inter-
faces for service states, object states and for checkingphkcability of management opera-
tions. Other partners are considering such interfacesdardo expose repair operations and
re ective information, as well as for adding QoS agreemeAn integration step among the
differently developed interfaces will be performed, usBig-BPEL self-healing management
functionalities.

8 SIXTH FRAMEWORK PROGRAMME
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1.4 Structure of the report

The remainder of the report is organized as follows. SeQiamtroduces single instance self-
healing execution, detailing monitoring and logging andaion support. Section 3 presents
class level self-healing, detailing QoS management, disignand recovery planning.

SIXTH FRAMEWORK PROGRAMME 9
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2 Single Instance Self-Healing Execution

2.1 General architecture

In this section we discuss support for monitoring and cdlirig single instances being exe-
cuted in the self-healing system. We discuss monitoringy peesenting the multilevel approach
developed in the project and the prototype supporting ienTive illustrate the distributed self-
healing interface to support execution of repair actiortsethange of state information among
modules.

The architecture depicted in Figure 2 gives an overview efrttain actors involved when
several peer Web services participate in a choreographyg @voows) and, at the same time,
they implement their functionalities as orchestration thieo Web services (thin dotted arrows),
not necessarily included in the same choreography.

For example, Web servic®d/ S; participates in the choreography together with Web ser-
vicesW S, andW Sy . Besides managing the interaction withS, andW Sy, the orchestrator
internal toW S; also manages the interaction WitthSq1, W Sp2, andW Sq3.

According to the WS-Diamond approach, in this case therévwarenain issues that have to
be considered: monitoring and self-healing execution.

The correct enforcement of message exchanges accordirtgtoed choreography is under
the control of a global monitoring module, thegger Monitor The way in which the Logger
Monitor enacts its monitoring is by means of a seto€al Monitors Each Local Monitor keeps
trace of the messages that Web services exchange with #ers pnd sends logged messages to
the Logger Monitor (bold dotted arrows) so that it is possitd have a global overview of the
ongoing choreography and check if all the constraints apaeted.

Section 2.2.1 enters into the details of this problem bysiliating how the WS-Diamond
approach provides an active and reliable support to the tovamy of Web service choreogra-
phies so that it is possible to detect anomalous situatiodsrepair possible faults that such

abnormalities may generate.
Logger
Monitor I

A

m| Local Monitor LMy Local Monitor LMy i

Web Service
WSy

Web Service
WS,

Web Service
WSy

Local Monitor LM,
T\ 103U 2207
Local Monitor LMy

[ w1 Jonuon jevo

v v

Web Service Web Service Web Service Web Service Web Service Web Service Web Service
WSy WSy, WS;3 WS, WS25, WSy WSy

Figure 2: Global monitoring architecture

However, it can be realized by looking at Figure 2, the atditst of logs for the Logger Monitor
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is due to the capabilities of each single Web service to dgtpaoduce such logs. In WS-
Diamond, we assume that each choreographed Web servic8e#sHealing WS-BPEL engine,
called SH-BPEL, responsible for enacting the repair gjiate[D3.1, 2006]. Besides taking care
of executing repair actions, SH-BPEL engine also takes eapgoducing the logs needed by
the Logger Monitor by actually implementing the Local Mang.

Details on how SH-BPEL produces such logs and shares themewiernal modules by
means of the WSDM (Web Service Distributed Management)nieldgy [Vambenepe, 2005a]
are described in Section 2.3, where our WSDM-based suppdinetexecution of self-healing
Web services is described.

2.2 Monitoring and logging
2.2.1 Composition in open environments

A possible scenario for Web Service composition is EAI (Emtise Application Integration): in
this perspective (Phase 1 of the Project), the compositidllatn Services can be viewed as the
execution of a complex business process, possibly perbbyp@ work ow engine. Within EAI,
standards for Web Service orchestration (see [Peltz, 200@] WS-BPELL, can be successfully
applied.

Although Web Service orchestration provides a exible middecomposing Web Services,
some problems occur when the business logic of the compagitkcation cannot be executed
in a centralized way. In fact, there are several applicathere participants have to directly
interact with one another, without being coordinated by eemtral execution engine. This
means that the business logic of the composite applicatim@rges from the correct cooperation
of all the partners and cannot be managed by a single enéyyg the role of the orchestrator.

Typically, this situation arises when Web Service compasitrosses the enterprise bound-
aries, the involved services are disparate, they belongffereht organizations, and business
models have to face the dif culty to cope with the fragmeimtatof the value chain (this is
the scenario faced in Phase 2 of the Project). In this casé, $¥evice composition can be
modelled and supported by meanscbbreographiegsee [Peltz, 2003] and [WS-Diamond de-
liverable D3.1, section 5.2]). A choreography de nes thieiactions among participants in the
provision of a complex service, by specifying the admissiltlessage exchanges which may
occur between all the cooperating Web Services at exectitian In particular, a choreography
describes the interactions between the involved partitipftom a global point of view and not
from the perspective of a single “leading” participant (ashie case of orchestration). In other
words, a choreography handles multi-party conversatiakBg place among heterogeneous
Web Services, from a global perspective. However, givergtbleal description of the complex
service as a choreography, each participant has to know dbettave, in order to play its role
in accordance with the global de nition. Barros and colleag [Barros et al., 2005] introduce
the concept obehavioral interfaceto identify the interaction behavior of a single participan
within a choreography. Aehavioral interfaceepresents thiecal viewof a single Web Service
playing a speci crole within a choreography.

http://docs.oasis-open.org/wsbpel/2.0/0S/wsbpel-v2. 0-OS.html
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The main idea behind the concept of choreography is that nbtiee participants has a
complete view of the communications taking place amonggjaints in a complex service. In
other words, local views are always partial views on the ebgraphy. Instead, the choreography
speci cation represents the point of view of the designethaf complex service, that speci es
the way in which the participants coordinate their actgtin order to provide the complex
service.

2.2.2 Monitoring choreographed services

Description of the proposed framework

Our proposal aims at exploiting the global view on the mpéity conversation provided
by the choreography speci cation to monitor the executibthe complex service. In particu-
lar, we propose a framework based on the de nition of a Manitéeb Service that tracks the
execution of the cooperating Web Services by analyzing ttaiversational behavior. During
the execution of the choreographed service, the Monitarf@ined about the messages sent or
received by the cooperating Web Services and about thetudre state. The Monitor uses this
information to check whether the overall service correptlggresses, i.e., if the message ow
among the Web Services is consistent with the choreogralplayy fault occurs, the Monitor
evaluates whether the choreographed service can still ledengnd informs the Web Services,
in order to let them react to the occurred problem. For gdibheraurposes, we assume that the
Monitor does not have any information about the internallenmgntation of the Web Services.
This choreography framework builds on WS-Coordinationtanage the coordination context
between the Web Services, but it replaces the Web ServicesdDator with a Web Services
Monitor which proactively checks the progress of the chgraphed service and propagates the
coordination information.

As far as the representation of the admissible message ew®mcerned, we have de-
cided to abstract from the rather different features inioedl by the various choreography
representation languages, and to provide a general pointeaf on choreography speci -
cation and modelling. We thus adopted a formal representdinguage supporting both
the message ow speci cation and the runtime veri cation thie conformance between the
speci cations and the actual messages exchanged by the \&klic&. In the selection
of the language to be adopted, we considered Finite Staterdait (FSA), which have
been previously applied to model conversations betweeivithel Web Services (e.g., see
[Benatallah et al., 2003, Berardi et al., 2003, Ardissonal.e2004]). However, we discarded
the FSA approach because it does not support concurren@ljgiam and synchronization,
which are mandatory elements of choreography speci cagioth modelling. We thus selected
an approach based on Petri Nets, which explicitly suppat $eatures, representing the chore-
ography as a graph specifying all the possible message oNstice that, as discussed in
[van der Aalst, 2002], Petri Nets are particularly suitatiethe representation of work ows.
Indeed, a choreography can be represented as a work ow wdmisdties are communicative
activities (message exchanges) between Web Seficgsrticular, we propose to adopt a Petri

2As a matter of fact, Abstract State Machines have been deinaxtder to extend the FSA approach to such
features; see [Borger, 2005]. However, we decided to adoppproach based on Petri Nets because, in addition to

12 SIXTH FRAMEWORK PROGRAMME
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Net representation [Reisig, 1985], which can be utilizedheck whether the cooperating Web
Services send messages as expected, and to representgiesgmf the choreographed service
by following the message ow paths corresponding to the/seceived messages.

In order to provide a more concrete idea, let us imagine asienple scenario, i.e. a typical
B2C service in which an online store receives the custonmeders and invokes both a ware-
house to get stockable items and a supplier to get fresh fobd.shop, after having checked
the availability of goods from both the warehouse and theoksemp con rms the order to the
warehouse and asks the supplier to send goods to the waegltbasis in charge of preparing
the parcel and shipping it to the custmer (as a consequenisehie warehose that de nes the
shipping cost). Notice that the shop does not directly abiitie interaction between the supplier
and the warehouse, thus it is not able to inform the custotmeutgpossible delivery problems
(e.g., delays) occurring in the inetraction between thekaipand the warehouse. Now, suppose
that, after having received an order from the shop, the sug#rvice becomes unavailable (e.g.,
because of a software problem). Then, the warehouse wolldoréhe supplier sending goods
until a possibly long time out expires, and it would not beeatol inform the customer about the
delay in a timely fashion. By monitoring the situation, tiraé out might be anticipated and the
online store might be informed about the supplier problerscas as possible.

Figure 3 depicts a fragment of the choreography speci catibthe described sample sce-
nario (speci cally, the point in which the shop sends theesrdon rmation and the supply
request to the warehouse and the supplier, respectivelyficé\that the activities of the chore-
ography have atxID parameter, which identi es the choreography instance todyesidered
by the Monitor. Transitions represent the act of sendingeoeiving a message. gend transi-
tion speci es the sender, the object message (i.e., theagesshich has been sent), the recipient
of the message and the choreography context identitetD . Thereceive transitions are
symmetric (they represent the conversational action paed by recipients) and specify recip-
ient, object message, sender and choreography contextdi2sSepresent the evolution of the
choreographed service while messages are being sent oregce

Similar to the approach adopted in WS-Coordination, the WWeb Service participating
in a choreographed service invokes the Monitor, which giesra choreography coordination
context and starts monitoring the messages between Welc&ervlhen, each invoked Web
Service registers with the Monitor in order to join the pobparticipants.

During the execution of the choreographed service, the tdonitilizes the service chore-
ography to track the progress of the registered Web Senacesto identify possible execution
problems which might obstacle their completion. Intuityyevhile Web Services interact with
one another, the Monitor follows their conversational hébraon the choreography net.

The con guration of tokens in such a Petri Net describes tiugymess state of the chore-
ographed service, from the conversational point of vievecspally:

The Monitor starts the choreography simulation from th@ahstate of the net.

supporting the execution of concurrent processes, it®8everal tools for the veri cation of correctness propeeti
in the process, and for its simulation.

SIXTH FRAMEWORK PROGRAMME 13
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Figure 3: A fragment of the choreography of the complex servi
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Each time a Web Service sends or receives a message, it sittieeMonitor about the
event.

In turn, the Monitor performs a transition in the choreodmapet, moving tokens to repre-
sent the fact that a conversational action has been pertbrAsthe choreography may include
parallel paths, multiple nodes in the graph can be activbeisame time. The active nodes
represent the conversational state after several Webcgsriiave sent or received messages.

If a failure occurs, the Monitor analyzes the possible cardtions of the interaction between
the Web Services in order to identify which ones are affebiethe problem. Thanks to the Petri
Net representation, the Monitor can adopt existing deald glnination algorithms to reason
about the possible continuations of the interaction. Fstaimce, given the current state of the
choreography net and the information about the executate sif the Web Services (e.g., some
is faulted), the Monitor can decide whether it is still pbésito complete the choreographed
service, and which Web Services should terminate theirwi@t because they are involved
in a dead path. Moreover, the Monitor may notify other aléelctVeb Services about possible
execution problems.

Let us consider the example mentioned before: suppose hbasupplier WS1 fails im-
mediately after the shop WS has sent gdoafirmOrder(ord_id1) message. Then, the
choreographed service may successfully continue (evamgthonaybe, with some delay) if the
shop WS invokes another supplier (e.g., WS2) for the fresld fdelivery. Nevertheless, the
warehouse WS should be informed about the failure in ordexvtod waiting for an answer
from the supplier WS1, until the expiration of a time out.

Interaction protocols

In order to be monitored and to be informed about executioblpms concerning the chore-
ographed service, the cooperating Web Services should aféet of WSDL operations to be
invoked by the Monitor WS; moreover, they should invoke saperations on the Monitor to
inform it about the messages they send and/or receive.

In the following we describe the interaction protocol extgd by our Monitor WS in order
to interact with the Web Services participating in the clgraphy.

When an instance of the complex service is started, the reb\ervice in execution
sends the Monitor WS startConversation(originatorWShessage.

Upon receiving this message, a new instance of the Monitoid/é8ated. This instance
creates a new choreography coordination context, regigterWeb Service and returns a
context ID by sending the Web Service@ordContext(ctxIDnessage.

When a registered Web Service invokes a Web Service providetds the choreography
coordination context IDdtxID) to its own message. At the rst invocation, the Web
Service provider registers to the Monitor WS by specifyingdtxID (register(senderWs,
ctxID)).

Each registered Web Service receivesaberdContext(ctxID)nessage from the Monitor
WS. Moreover, the Web Service can send messages to inforMdh#or about changes
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in the execution state. For instance, the Web Service migtifyrthe Monitor about an
occurred failure or about its successful termination.

The Monitor WS can proactively semggtStatus(nessages to the cooperating Web Ser-
vices, which respond witlstatusmessages describing their own execution state. The
getStatus(Imessage can be seen as a sopping: if the invoked Web Service does not
respond in due time, this means that it is unavailable.

We assume that the registered Web Services may send thedvieauitous types of messages
in order to inform it about their activities. To this purpo#iee Monitor WS offers the following
WSDL operations:

send(senderWsS, msg, destWs, cbiliijrms the Monitor that the sender WS has sent
messagensgto the destination WS, within the instance of the choredgyagenti ed by
ctxID.

receive(destWsS, msg, senderWs, ctiiyrms the Monitor that messagesghas been
received by the recipient Web Service.

startConversation(originatorwWShhe Web Service starting the choreographed service no-
ti es the Monitor that the process has started and has to bd@tored.

register(senderWs, ctxIDioti es the Monitor thatsenderW$oins the service.

status(ctxID, currentStatus)pon receiving ajetStatus(message from the Monitor, the
Web Service noti es the Monitor about its current executibatus.

2.2.3 Logging message exchanges

The Monitor WS represents a central point that is noti edwtladl the communication activities
occurring during the choreographed service executions ddmtral point can be easily exploited
in order to collect and store the history of the service efienuby extending the Monitor WS
with logging functionality. The information about all theexutions of the complex service can
then be used (by different kind of clients) in order to reteielata about a speci ¢ execution or to
derive more general statistical information about theiservThis data can be useful if studied,
for instance, by some data mining process in order to denf@rmation about the complex
service, or to identify some Quality of Service propertg(erelated to time aspects), or in order
to gure out and study possible anomalies.

From an architectural perspective, the monitoring and dtiggihg functionality could be
decoupled by de ning two different modules, a Monitor WS antlogger WS, with different
features and goals, but from an implementation point of vieey can be embedded in a unique
Web Service component, in order to share the informationaabby each Web Service acting
in the choreography.

The main WSDL operations that the Logger WS should exhilgitle following:

operations offered in order to be noti ed about the commatian activities occurring
during the service execution;
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operations used to query (in a seamless way) the data @allect

As mentioned before, in an integrated view of monitoring kadjing functionality, the op-
erations offered by the Monitor WS to be noti ed about messagchanges taking place during
the complex service execution can be used for logging pesydsy adding the capability of
storing the received information in a persistent storade database table hosting the message
history should have the following elds:

ID: unique identi er;

CTXID: reference to the choreography instance;

FROMWS: name of the Web Service that sent the noti cationsags;
PARTNERWS: name of the other Web Service involved in the comigation activity;
KIND: sendor receive

WSDLOPERATION: name of the operation invoked;

MSGTIMESTAMP: time information related to the event.

The Logger WS also implements a set of methods used to questahed information in a
transparent way. In particular, it offers a set of WSDL ofiers used to retrieve information
about messages exchanged within a speci ¢ complex serxeeuéion, or general statistics on
it. In particular, it should exhibit the following operatis (among others):

getChorlnstancelDs()returns all the choreography context identi er;

getChorlnstanceByld(String ctxtd)eturns all the messages belonging to the choreogra-
phy ctxld requested;

getTimeFor(String wsdlOperation, String ctxla®turns the time elapsed betweesemd
and areceiveof the WSDL operation passed as parameter in a speci ¢ clyoagby
execution (ctxId).

getMeanTimeFor(wsdlOperatianjeturns the mean time of all trgetTimeForfor all the
stored choreography executions.

String getActivityBetweenTime(String wsdlOperationfrjing wsdlOperation2, String
id):returns the time interval between theceive wsdlOperationand thesend wsdlOp-
eration2noti cation for a given choreography.

String getActivityBetweenMeanTime(String wsdlOperdtjdstring wsdlOperation2)e-
turns the mean time of thgetActivityBetweenTimeethod ran on all the choreography
instances.
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Figure 4: Sequence mapping.

2.2.4 Guidelines for framework implementation

The presented framework will be implemented by means\WiSamonitoring Java clasgvhich
implements the WSDL operations to be offered by a coopeyatileb Service, and can be ex-
ploited by a Web Service supplier to interact with the Monl@S without modifying its own
business logic; e.g., the class may be used within messaghehs associated with each coop-
erating Web Service.

Moreover, the framework implementation we propose incduai®lonitor WSwhich runs a
choreography net in order to track the progress of a choapbgid service.

At framework level, in order to abstract from any speci c repentation language, the chore-
ography can be de ned by an abstract representation modebaralready mentioned in Section
2.2.2, at this level we propose to use Petri Nets. When timedineork is implemented, a speci ¢
representation language must be chosen. We propose to usk awvrepresentation language,
and, in particular, we propose to use the work ow managenteolt provided by JBoss, i.e.
JBPM® and thus to represent the choreography as a JBPM processhoteecJBPM because
it provides an easy way to extend a node behavior and to ingslecustom nodes, and these
techniques can be easily exploited to implement the funatity that we need for the Monitor.

The Petri Net model exploited at the framework level can s#yeaapped onto the JBPM
work ow structures. To this purpose, in the following we shbow the basic JBPM work ow
structures gequencefork andchoice can be used to implement the basic Petri Net constructs
that we use in the abstract model.

Figure 4 shows, on the left hand side, the Petri Net repragentcorresponding to se-
quenceand, on the right hand side, the work ow representation. ha Petri Net, the token
moves from statslto states2 when the noti cation of the messagend(whWsS, shWs, msl)
arrives at the Monitor. Then, the arrival @ceive(WhWsS, shWs, msipves the token into state
s3 When the token is ils2, it represents a state in the choreographed service whergoth-
cation of the messagend(whWsS, shWs, ms$igs arrived at the Monitor and the noti cation of
receive(WhWsS, shWs, mdd the next message, waited for in the choreography, i.andssage
that will move the token into stat&8

In the work ow representation, the same case is represéntedeans of a sequence, where a
communication activity representing the arrival of thei eation of the messagesceive(whWs,
shWs, mslipollows the communication activitgend(whWS, shWs, msThe work ow execu-

3JBoss Business Process Manager; see http://labs.jboggossjbpm/
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Figure 5: Fork mapping.

Figure 6: Or mapping.

tion waits in the node labelesend(WhWS, shWs, maintil the messagsend(whWsS, shWs,
msl)arrives and then it moves to the node labatecktive(WhWS, shWs, msfgpresenting the
fact that, according to the choreography, the service isitvgafor the messageeceive(whws,
shWs, msl)in gure 4, the correspondances between states (placdbgiRetri Net and nodes
(communication activities expected) in the work ow repeagation is represented by menas of
circle andsquaremarks.

In gure 5 the case of dork is shown. The fork transition in the Petri Net can be directly
mapped onto the fork work ow structure. When the messegive(WhWS, shWs, ms$)
noti ed to the Monitor and the corresponding transition lelea, the resulting state consists in
a token in thes3 and one ins4, representing the fact that, in the choreography net, theze
two messages waited for (in whatever order), isand(whWsS, shWs, msi)d send(whWs,
shWs, ms3) Similarly, in the work ow representation, when the notaton of the message
receive(WhWsS, shWs, msdrrives at the Monitor, the work ow execution is splitted fwo
parallel threads, thus reaching the two communicatiorvifcthodes that represent the same
situation of the token in the Petri Net beingsBands4.

Figure 6 depicts the case of antransition, that is translated in the work ow represerdati
by means of a choice work ow construct. The mapping betweates in the Petri Net and
nodes in the work ow is shown in the gure by means of the athganentioned markers.

Choreography representation and message tracking
The JBPM process representing the choreography contaimiotmw nodes (i.e. or, fork,
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join, ...) as well asviessage Noti cation Nodethat represent exchanged SOAP messages and
contains four pieces of information:

Kind [send/receive]
FromWsS
PartnerWs

WSDL Operation

The state of &Message Noti cation Nodean be:

Ready at choreography instantiation;
Activated representing the next message expected in the choreggraph

OrActivated it can be the next message expected in the choreographgiepanding on
an OR path branch selection;

Done message correctly arrived when expected;

OrDone message not arrived because belonging to an OR path brahsklacted.

Figure 7: Evolution of node states

Figure 7 shows how the state bfessage Noti cation Nodesvolves. When the state is
Ready it can evolve inOrActivatedor in Activated depending on which control- ow structure
the node belongs to (an OR branch, or a sequence). BEyohativated the state can evolve
in OrDoneor in Done depending on which branch of the OR choice is selected. |I¥irz
Activatedstate can evolve in Bonestate.

In our execution model, the labels representing the stadéadh node are kept in a variable,
state-list in the work ow engine. In our model, when a node becor@eéctivated it means that
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Figure 8: Tracing message ow: sequence case

Figure 9: Tracing message ow: OR branch case
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it has not yet been reached by an execution token and thuseksdgeNoti cation object asso-
ciated with it has not yet been instantiated by the JBPM enfilrat creates a new instance of the
class associated to the node as soon as it is reached by aniexdoken). As a consequence,
we represent aBrActivatednode by means of a dummy instance of a MessageNoti catior nod
that is then stored in thetate-listvariable. This solution enables the Monitor WS to alwaysehav
a clear representation of the events that occurred in th@lesnservice execution and to track
them in the choreography, without modifying the work ow eémg functionality.

Figure 8 and Figure 9 show how the Monitor WS works, in orderaoe the complex service
execution, in case of a sequence (Figure 8) and in case of am@&(Figure 9). In particular,
Figure 8 (a) represents a case in which the token MsgNotif Anode, that iActivated while
MsgNotif Bnode isReady Whenmessage Aarrives, the token moves tdsgNotif Bnode
(Figure 8 (b)): MsgNotif Anode is nowDoneandMsgNotif Bnode isActivated Figure 9 (a)
represents a case in which the token is in an OR node, waitingiéssage Ar message BA
or B?); in this situation,MsgNotif Anode andvVisgNotif Bnode are botlOrActivated while
MsgNotif Cnode isReady Whenmessage Arrives, the token moves tdsgNotif Aand then
to MsgNotif C(Figure 9 (b)): nowMsgNotif Anode isDone MsgNotif Bnode isOrDoneand
MsgNotif Cnode isActivated

In order to implement the JBPM process used to trace the cgmaphy, the environment
provided by JBPM needs to be extended by de ning two new kofdsode:

ReceiveNodebuilt as an extension of a general JBPM Activity Node, itresents the
reception of a noti cation message from a Web Service ingdlin the choreography.

OrDecision built as an extension of the standard JBPM Decision Nodegptesents
a point in the general choreography from which two differerécution branches start
depending on some decision in the choreography. Noticettisaktind of node is not really
responsible for the branch selection: the branch seled@&p@nds on a decision taken in
some private process owned by a choreography particip&i.nbde, at this global level,
has just to wait for the next message arriving and behavesdiogly (routing the token
in the right path).

As a result, the global choreography is described as a JBBbReps de ned by means of
ReceiveNodes, OrDecision, and standard JBPM fork node.

Figure 10 shows a fragment of an XML document describing B\ process used to trace
the complex service execution: it is based on the XML stathdat by JBPM, augmented with
custom names convention in the node and transition de mti@nd with the annotation of each
node with a declarative representation of its features.

The code fragment marked with de nes a ReceiveNode callddEC_SH_WH_ShipCost
used to represent the noti cation received by the Monitor 8 the Web Service SHOP_WS
that it hasRECEIVEDa message calle@ceiveShipCostent by the WAREHOUSE_WS. This
information, explicitly embedded in the XML descriptiomables the process engine (our ex-
tension of the JBPM run time environment) to check if a paticnoti cation message received
by the Monitor WS was correctly expected or not at that pairthe choreography.
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Figure 10: Choreography speci cation
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The code fragment marked wiBirepresents an OrDecision node; the outcoming transitions
are labeled with names identifying the ReceiveNode whexg tome in; this is useful to decide
which is the correct transition to go across, when a new ngessaoti cation is received.

Finally, the code fragment marked withrepresents the standard fork node used to represent
parallel branch execution.

Monitoring Console and GUI

Figure 11: The GUI of the Monitor WS: list of process instasice

In order to provide a user-friendly interface to inspect dloéivities of the Monitor WS, it
is possible to exploit the JBoss JBPM Monitoring Console, ia standard Web application
associated to the JBPM runtime environment. This tool giewia web-based GUI (Graphical
User Interface), consisting of a sequence of Java ServeesP&y inspecting and interacting
with the process instances.

We will explain how such a Monitoring Console works by reiiegrto the simple B2C sce-
nario introduced in Section 2.2.2.

As shown in Figure 11, using the JBPM integrated Web userfate and accessing the
Monitor section, we get the list of all the process instances hostetidbJBPM environment
at that moment; so we can have an overview of all the chorpbgranstances traced by the
Monitor WS and their status.

Moreover, we can access a detailed view of each process@iraphy instance) by clicking
on the name of each instance. For example, Figure 12 shovwgedrparhich a detailed view of a
status of a single monitor process instance is presentatisplaying information such as tasks,
variables and tokens. In particular, very usefully in ounteat, the GUI shows the content of the
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Figure 12: The GUI of the Monitor WS: inspecting process itketa

variables DoneNodeMap, ActiveNodeMap, OrDoneNodeMap kgpeach Monitor instance;
such variables summarize the status (Active, Done, OrDoha@)l the Message Noti cation
Nodes involved in the choreography.

Using this information, it is possible to obtain, for eachmgaex service execution, its run-
ning status (at which point we are in the execution of theisejyand which is the path of the
choreography followed for each instance.

The GUI also provides a graphical view of a process execufibis view graphically depicts
the JBPM process representing the choreography, in whelprtbgress of the node activation
is highlighted by boxes with thick border. For instance, Ufégg13 shows two points in the
execution of a process instance in which two parallel tok#rexecution (resulting from a fork
node) are running. Using this graphical view, we can guré, on a very fast and human
readable way, the status of a complex service. By means s tliger interfaces, we can always
have an overview of each service and know at any time whiclih&r@ext expected operations
that the complex services is waiting for in order to go on;hsan information is particularly
useful in case of problems or delays.

Finally, as shown in Figure 14, we can also search for a psoogsneans of a query-based
mechanism that searches variable values.

Logging functionality

The logging functionality can be implemented as an extengfdhe Monitor WS. For each
noti cation message received from the Web Services invlvethe choreography, the Moni-
torLoggerWs stores it into a MySQL database implementiegsthucture previously described.
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Figure 13: The GUI of the Monitor WS: visually tracking megsaow within the choreography
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Figure 14: The GUI of the Monitor WS: query-based search

Figure 15: The GUI of the Logger WS: messages in a choreograpécution instance
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Figure 16: The GUI of the Logger WS: invoking the method gdiAtyBetweenTime.

In order to test the logging functionality and to have a maganized view on the data
collected, it is useful to implement a web application thetsas a client and shows the data
returned by the MonitorLoggerWS by means of a web-based Guidh GUI enables the user
to browse the choreography instance and to asks for someyartinformation. For instance,
Figure 15 shows the list of all messages exchanged in a ap@goy instance and Figure 16
shows the submission of a query concerning the time elaps®eebn the messagaskShipCost
andnotifySentfor a given choreography execution.

2.3 Execution Support

In Phase 2, execution support is being enhanced in WS-Didrbgrdesigning and realizing
an advanced self-healing interface. Such an interfacevallbanaging self-healing services,
allowing to get information about their state, to get infation about applicable operations in a
given state, and to control the execution of repair opematiaccording to prede ned service life
cycles. Such control can be performed both on composed asampbe services. The module
allows subscribing to de ned events, to get noti cation aktr occurrence. In this way, web
services can be considered as managed resources, thudimgosipport to the WS-Diamond
self-healing system.

This section describes how, in WS-Diamond, we support tieewion of self-healing pro-
cesses by using an architecture based on the Web Servigibhisti Management (WSDM)
standard [Vambenepe, 2005a], a recent OASsgndard that tries to solve the problem of ever
growing complexity of business systems by utilizing Webvszmr technology.

2.3.1 WSDM Basics

Before starting with the description of our approach it isfusto introduce the WSDM standard
by illustrating some of its most interesting charactersti
WSDM is particularly designed for the following scenarios:

“http://www.oasis-open.org/home/index.php
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heterogeneous IT environments software stacks from different vendors should be al-
lowed to interoperate;

distributed IT environments: the nature of Web service-based technology allows it to
work well for scenarios where cooperation between diffe(eraybe independent) busi-
ness entities is necessary;

hardware and software vendors it should be possible to expose management interfaces
for software as well as hardware.

WSDM builds on a plethora of already existing OASI&nd W3C® standards to accomplish
this functionality, such as XML, XML Schema, SOAP, WSDL, axdath.
The WSDM standard is composed of two separate parts:

Management Using Web Services (MUWS)it has been developed to manage any
resource using Web services and is composed of two spe@rmatMUWS Part

1 [Vambenepe, 2005a] and MUWS Part 2 [Vambenepe, 2005b]. rEhene describes
the basic capabilities of a manageable resource (i.e titgemanageable characteristics,
and correlated properties), while the second describes atwanced capabilities, whose
description is out of the scope of this deliverable;

Management of Web Services (MOWS)it consists of one document [Sedukhin, 2005],
and it can be viewed as an application of the MUWS standardedtribes how to deal
with Web services, considered as manageable resources.

The central idea of the standard is the manageable resolilee.must be accessible through
a Web service Endpoint Reference (EPR) as de ned in the W&dss$ing [Box, 2004] stan-

dard. An EPR that supports access to a manageable resouatkeisa Manageability EndPoint
(MEP). The implementation of an MEP must allow to:

retrieve management information about the manageableneso
change the state of a manageable resource by changing tlagyemaent information;

subscribe to events that provide information about chanfemnagement information or
the state of the manageable resource in general.

The content of the information provided by a MEP is not coudrg the WSDM (with the ex-

ception of some basic WSDM metrics). This information iscpeo the manageable resource.

2.3.2 The Architecture

To enable the use of WSDM in the WS-Diamond Project, we cdeateew architecture, shown
in Figure 17, that extends the traditional SOA approach ¢hestration, which usually consists
in having a single orchestrator that coordinates two or ritégeb services. In WS-Diamond, the
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Figure 17: The Architecture

need of introducing self-healingness on one side, and #mree-orientation on the other, leads
to a slightly different approach, when compared to plain \Wetvices.

In detail, the architecture of Figure 17 extends the WS-Dbiadnreference architecture
presented in [D3.1, 2006], where the roles of 8id-BPEL (Self-Healing WS-BPEL Engine)
the Mediator, the Diagnoser the RepairEnging and thePlanGeneratorhave been de ned, by
adding new modules to support the self-healing behaviautn the WSDM standard.

Figure 17 also describes, but more in details, some aspleetzig introduced in Figure 2.

In particular, thecore componentef Figure 17 are the self-healing components that each Ws-
Diamond enabled orchestrated Web service of Figure 2 healetson it. Moreover, the archi-
tecture of Figure 17 not only provides the self-healing esthation functionalities, but also the
monitoring facilities that in Figure 2 are represented @/ltbcal Monitor modules.

For each orchestrated process there is a running SH-BPEheetitat provides self-healing
capabilities. Each orchestrated Web service is not dyrecitessed by SH-BPEL, but it is me-
diated by a properly con guretiVSDiamondMediatothat is responsible for message transfor-
mations, message routing, and also for enacting Web sesulzgtitution when it is required.

The runtime behavior of the self-healing orchestrator isitooed by two different monitors,
the MediatorLoggerand theProcessMonitar The ProcessMonitolis dedicated to the monitor-
ing of the messages exchanged by$te BPELcomponent, that is the messages that the orches-
trator exchanges with the process users and the messagésetioachestrator exchanges with
the orchestrated Web services. The peculiarity of this toons that all the traced messages
are sent and received by the orchestrator and their steugpects the WS-BPEL speci cation
of the process. This means that this monitor is not able tettae actual messages exchanged

Shttp://www.oasis-open.org
Shttp://www.w3.org/
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with the orchestrated Web services since they are IteredhieyWwWSDiamondMediatorwhich
may introduce some modi cations in their structure.

For this reason, a further monitor, tivdediatorMonitor, is installed on thaNVSDiamond-
Mediator. The task of theMediatorMonitor is the monitoring of all the messages actually ex-
changed with the orchestrated Web services, which may hatieture that differs from the
WS-BPEL speci cation of the process as a result of the admptgrocess performed by the
mediator.

The logs resulting from the monitoring activities of both mitors can be accessed in a
uniform way from a unique module, theoggerMonitorAggregatqrwhich aggregates the logs
produced by the monitors and makes them accessible fronuts&le.

To build the WSDM approach on the reference architecturetoek the following design
decisions:

the Mediator is the control layer betwe&M-BPELand the messages to/from the actual
orchestrated Web services;

the original Web services, which in the reference architectvere directly accessed by
the mediator, are now hidden under two layardSDiamondResourceManagand WS-
DiamondActivity

The WSDiamondResourceManager holds a mere stub of théaiceeof the original Web Ser-
vice. Itis aresource that also includes information abloettvailability of the service, statistical
information about the reliability of the service as well agmantic information concerning how
the operations of the service depend on each other. Howadhive useful in repair situations
will be explained later on.

The WSDiamondResourceManager acts as a factory to cregie $SDiamondActivities
that represents the whole life cycle of an activity from ti@ato termination. A new WSDi-
amondActivity is created for every call to every operatiorai certain WSDiamondResource-
Manager. Each WSDiamondActivity resource is representedsbown dynamically created
endpoint. The WSDiamondMediator interacts with the WSDadActivity, solely through ei-
ther querying its status, receiving status updates viacadibn messages or triggering certain
state through a uniform API.

Because all messages between the Process and the acttiarfality, encapsulated in the
WSDiamondActivity, are passed through the WSDiamondMediévhich possibly also per-
forms transformations), and because it also keeps tradkaen WSDiamondActivities and to
which Process they belong, the WSDiamondMediator alsceifodfical container of the logging
and monitoring components.

2.3.3 Terminology

The work we propose here has been developed with the goapairirey processes at the in-
stance level, that is by acting on the Web service instancieslly orchestrated. However, even
during the repair of a single Web service instance, we cark\abtwo different levels. The
repair can be performed over the Web service as a whole, grawdr one of the activities
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(i.e., operations) it provides. In the following we use tamsservice levelndactivity levelto
distinguish between the two different levels. More in detai

Service Leveldenotes everything involved with the WSDiamondResouraeddar, as
the WSDiamondResourceManager holds information on howetd with a certain set
of functionalities in general (e.g. how to book a ight whiglossibly includes calls to
several operations provided by the WSDiamondResourcefyéajia

Activity Level denotes everything that is related to WSDiamondActivities

2.3.4 Error Handling

Errors are handled by both the ProcessMonitor and the Madiiainitor. The rst one works at
the process level, while the second at the mediation levetate the error is at the mediation
level, the MediatiorMonitor detects it and then it sends & cation to the ProcessMonitor,
which is responsible for starting the repair process.

Once an error is detected, the monitor ProcessMonitor samadi cation to the Process-
Manager that rst pauses the ActiveBPEL orchestrator aed tioti es the error to the WSDia-
mondRepairEngine. The WSDiamondRepairEngine contrelsepair process by coordinating
the WSDiamondDiagnoser, which diagnoses the cause ofithesfaand the WSDiamondPlan-
Generator, which provides a plan to repair it. The WSDianRemhirEngine has several ways
of interacting:

for Class level problems it has to interact with the WSDiadidediator, e.g. for substi-
tutions of WSDiamondResourceManager;

for Activity level problems it has to interact with a certaiSDiamondActivity, e.g. for
a redo.

Therefore when a repair starts, the WSDiamondRepairErgaseo subscribe to all activities,
invoked in the repair process.

2.3.5 The Lifecycle of an Activity

As illustrated in the previous section, each activity haswn lifecycle that is monitored through
a dedicated WSDiamondActivity. The states through which &Bfamond activity may ow
are illustrated in the UML state diagram represented in feigi8.

After being created by a WSDiamondResourceManager, tes\vare in andle state, wait-
ing to be put either into thevorking state or into theaborting state. When activities are in the
workingstate it means that they are executing their business lbgease activities successfully
complete they move into theommittedstate, while if they are not able to complete, or they
complete with unsuccessful results, they move intdfdliled state.

From the failed state, activities can be moved back intouhaing state by sendingratry
message that enable re-executing activities from the hagjn The re-execution is enabled only
for those activities that have the retryable property sttt .
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Figure 18: Activity State Diagram

During their execution, activities can be paused and montxthesuspendedtate. Sus-
pended activities can be resumed or aborted. In the fornser teey are moved back into the
running state, while in the latter they are moved into #imrtedstate.

Committed activities can be either undone or compensateddoidg an activity means
that it is possible to cancel all the effects it produced withadditional costs, while com-
pensating means that it is possible to cancel its effectigtisrror totally, but with additional
costs. Activities with thecompensate property set tdrue can be compensated by sending
acompensation message that moves the activities into the compensated Statilarly, ac-
tivities with theundo property enabled can be undone by sendingrasho message that moves
the activities into theindonestate

From the activity's point of view, there is no difference Wweten compensate and undo, as in
both operations the underlying functionality is not exmbt®the outside.

The completion of an activity is achieved by sendirtgr@minate message. That message
can be sent when activities are either in thged, committed compensatedindone or aborted
State.

The complete API as envisioned for a simpli ed version of #@odShop scenario is de-
picted in Figure 19. When compared to the architecture imrfeid.7, theShop Web service is
hidden from the system and represented by the WSDiamondReddanager. In this case, an
example of WSDiamondActivity would be represented by a ttathereserve producbpera-
tion. Thereturnis not exported to the outside because we assume that nmadtinformation
is necessary for returning reserved items, and therefer®MBDiamondActivity can calieturn
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internally when compensate or undo is requested. Pleaséhait as mentioned before, the API
of the WSDiamondResourceManager represents the API ofrib@psulatederea Web service
whereas the API of the WSDiamondActivity is xed.

WSDiamondActivity
+reenactable : true|false|notdefined
+abortable : true|false|notdefined
+supendable : true|false|notdefined

+stornotype : undo|compensate|notnecessary|notpossible Shop

+start() : void +find(product : string) : ProductAry []
+suspend() : void +reserve(product_id : integer) : Reservation
+resume() : void +ship(reservations_ids : integer []) : void
+abort() : void return(reservations_ids : in r[1) : voi

+reenact() : void
+terminate() : void
+undo() : void
+compensate() : void

1

WSDiamondResourceManager
+numberOfRequests : integer - Prt?duct
+operations : integer +product_id : integer
+product_name : string
+product_description : string
+returnable : true|false

+find(product : string) : Product []
+reserve(product_id : integer) : Reservation
+ship(reservations_ids : integer []) : void

Reservation
+reservation_id : integer
+price : double

Figure 19: The API of a simple foodshop example

WSDiamondActivities, represented by their own endpoietrast intended to be terminated after
their use, but they are destined to stay till the end of thegss. The WSDiamondRepairEngine
has to be able to access the WSDiamondActivities at every imthe process, because a re-
pair action can involve the possible compensation or undangf of these activities. So the
Process has to explicitly tell the WSDiamondMediator whiehais nished, in order for the
WSDiamondMediator to send thierminatemessage and clean up all activities.

2.3.6 Activity Level Repair

In this section we want to the describe the the actions thadmmhitecture undertakes to manage
and repair errors located at the activity level. For our gxaswe consider a simple example
in which a customer buys some books through a Web servicepaitieipated components (as

described above) are shown on the X axis, the operation navdeshown on the Y axis.

Activity Level Retry

In the example in Figure 20, the customer is intended to aad@rtain number of product from
an online store that works by orchestrating sev&tabpWeb services. We are looking at the
steps that may occur after the “reserve product” failedpssmg that the repair action to be
applied is theetry.
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Process Repair Engine Diagnoser Mediator + Monitor Resource Manager Activity
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Figure 20: Activity Level Retry

When a running activity goes into the failed state, it sendstacation the WSDiamondMedia-
tor so that the repair cycle can be activated. The WSDiamauidor forwards the appropriate
log to the WSDiamondDiagnoser which then invokes the WSDiaiRRepairEngine. The rst
step the WSDiamondRepairEngine takes is to subscribe W8RiamondActivity in question,
to retrieve the status information. After collection of acessary information it generates a
repair plan (maybe by invoking the WSDiamondPlanGeneyatbich is then executed.

In our case the WSDiamondRepairEngine invokesrdig/ operation of the WSDiamon-
dActivity under repair. After the execution of the repaittian, when the activity is in the
committed state, it sends a noti cation to both, the sulbsziiWSDiamondMediator and the
subscribed WSDiamondRepairEngine.

Since the WSDiamondMediator gets not only the success catidbn, but also the result
(real data), it can continue immediately with its progranhe™WSDiamondRepairEngine can
unsubscribe from the Activity and clean up internally.

Activity Level Compensation

Figure 21 shows the steps that may occur during the execottithie compensateepair action at
the activity level. Even if an activity has been succesgfadmpleted and it is in theommitted
state, thévionitor, which is located inside thilediator, may decide that the result generated by
the activity cannot be considered correct anymore andrifssiiae repair cycle. This may occur
for example if the WSDiamondMediator can not transform tsult to the result expected by
the process, due to data format errors.

In this case, the activity cannot be re-executed again shestate diagram of Figure 18 does
not allow to move back into theunning state the already committed activities. The solution is
to execute theompensateepair action by invoking theompensate operation for the WS-
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Process Repair Engine Diagnoser Mediator + Monitor Resource Manager Activity
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. modify state of E
@< Process

Figure 21: Activity Level Compensation

DiamondActivity. When the compensation has been complétedactivity sends a noti cation
both to the subscribed Mediator and to the subscribed REpagiine.

After receiving the noti cation, the WSDiamondMediatorops, while the WSDiamon-
dRepairEngine nishes by modifying the state of the Prodassrder to cancel the previous
result generated by the operation that has now been contpdnsa

2.3.7 Service Level Repair

In this section we describe the actions that our architectundertakes to manage and repair
errors located at the service level. As in the case of agtieitel repair, we use the same example
and the participating components (as described aboveharmenson the X axis, the operation
modes are shown on the Y axis of Figure 22 .

Service Level Compensation

Figure 22 shows the case of the service level compensatioan E an activity has been suc-
cessfully completed and it is in theommittedstate, theMonitor, which is located inside the
Mediator, may decide that the result generated by the activity capmconsidered correct any-
more and it starts the repair cycle.
Differently from the case presented above, here we suphadette activity under repair does
not allow the execution of compensate actions (i.e.,ciipensatable property is false).
A service level compensation strategy exists when the eehiat provides the activity under
compensation also provides a set of one or more other opesathat compensate the faulty
activity.

The WSDiamondRepairEngine retrieves the Service Levelrinétion for the appropriate
WSDiamondResourceManager from the WSDiamondMediatoeW#ll information has been
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Figure 22: Service Level Compensation

gathered, the WSDiamondPlanGenerator suggest a Serweédtmtegy, which again includes
a state change in the process.

Service Level Substitution

Both Figure 23 and Figure 24 show the steps that may occungltine execution of theub-
stitutionrepair action at the service level. However, while Figure&f@rs to the case in which
the substitution is performed after the failed attempt afcesing aretry at the instance level,
Figure 24 refers to the case in which the previous failedhgitevas made by executingcam-
pensateoperation a the instance level.

The Repair Enginehas to substitute the failed service and consequentlyotlas to sub-
stitute theResource Managearesponsible for the creation of all the activities that beldo the
substituted service. Once a neancrete servicand a newResource Managédrave been found,
the Repair Engingolls back the process instance in order to repeat on the aewcs all the
invocations that were previously performed over the stiisti service.

SIXTH FRAMEWORK PROGRAMME 37



2 Single Instance Self-Healing Execution IST-516933: WIBHNMOND

Process Repair Engine Diagnoser Mediator + Monitor Resource Manager Activit
@ call find call find Gpawn find amwila Eaalch pmducD
S return result to SH-BPEL < ‘
5 N _J
5
5 ( )
= call reserve call reserve product > spawn reserve “MYT%C reserve product )
E
5
B
send "Failed"
(semantic error)
‘ (product not in stock)
’ send log file to
get repair strategy —Gsnuly the mlDé C el agnazer
E
>3 retry buy
3 2
T 3
< send "Failed”
(to subscribed)
(Repair Engine and Mediator)
call Mediator ®
for substitution of
3 an Activity (Endpoint)
f . T change to different
8|  |coneEtel Resource Manager
2|  |with whatever for the specific Process
4l Toll back the orchestrator
C < 10 the very point where the
interaction with replaced
Resource Manager started

Figure 23: Service Level Substitution after an activitydesetry
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Figure 24: Service Level Substitution after an activitydlesompensation
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3 Class-Level Self-Healing

Class-level self-healing is based on the analysis of prableccurring on multiple runs of ser-
vices, either simple or composed. While in the case of itgtdevel self-healing, the focus is
on a single execution of a process/service, in class-l@lehgaling, the focus is on improving
the characteristics of execution of a class of service asa@ewhn this case the main focus is
on analyzing Quality of Service (QoS characteristics alongtiple runs, and on recon gura-
tion of services as the main way of repairing the class. Infoéewing, rst we discuss how
QoS parameters are de ned, of failures are detected and i@paned and executed, and how
recon guration may be performed on the basis of the selaaticalternative services.

3.1 QoS-Oriented De nition

The quality of a Web service is de ned by a set of quality disiens each of them associated
to a given quality aspect. More formally, we de ne a qualifynénsionqd as:

qd = mame;V;ef(V);PCi i=1;:::;1: Q)

The name uniquely identi es the quality dimension. The eleménhtcorresponds either
to categorical or to interval admissible values. In the fermase, the admissible values are

by its extremes, i.eV = [Vmin ;Vmax]- The functionef : V ! [0::1] represents thquality
evaluation functioni.e., how the quality increases or decreases with respdbietadmissible
values: 0 means lowest qualityl highest quality. The trend off is usually de ned by a
utility function, e.g., linear, logarithmic, exponentiadigmoidal. The admissible value Sét

follows:

In case of categorical values, the primitive service clagsencide with the values that
the dimension may assume: igg:PC qqd:V ;H = K.

In case of interval values, primitive service classes arminbd by splittingV =
[Vmin ; Vmax ] into K intervals, soPC = fpac = [PQ, ; POkmax 19 Wherepao,., =
PCK+1) min + PClmn = Vmin: PC&max = Vmax- PG ranges are obtained as follows:
let divide qd :ef (V) in K rangesf [ex,,, ; €m )0 thenpy,,, = qd:ef (e, ) and
POk = Ad:€F (e )-

Given a Web service, its quality is de ned by the €D = fqdg. Both the quality level
that a user requires and the quality offered by a Web servicst tre expressed with the same
quality dimensions set. The next paragraph introducesthbtyg dimensions that are considered
relevant in our scenario. In this way, the quality dimensiorcluded inQD will be used (i) by
the provider to express the offered quality, i@pabilitiesC and (ii) by the user to de ne the
required quality, i.e.user requirements R.
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3.2 QoS-Oriented Mechanisms
3.2.1 QoS Parameters De nition

QoS parameters constitute the basis of our approach foastien-based self-healing. We adopt
a proactive approach that aims to monitor at run-time dffi€iQoS characteristics and dynam-
ically recon gure WS bindings when necessary. In this caijteepeated QoS degradation is,
therefore, considered as a symptom of imminent de cienayleads to architectural recon gu-
ration to substitute or duplicate de cient Web Services.

In order to monitor QoS parameters considered in our study,tfme values are measured,
as depicted by Figure 25:

t1 : time at which the request has been issued by the senqgceseer,

t2 : time at which the request has been received by the sepviséder,

t3 : time at which the response has been issued by the senaeeler,

t4 : time at which the response has been received by the serdguester.

Figure 25: Measured times for QoS Monitoring

In the sequel, we give, the list of considered QoS paramégsed on time measurements
depicted in Figure 25.

1 Response Time:

De ned as The time required from sending a request and receiving ${saese
Formula Tresp=t4 —tl

Quanti ed as Millisecond

Type int

2 Execution Time:

De ned as The time required for processing a request
Formula Texec =t3 —t2

Quanti ed as Millisecond

Type int
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3 Communication Time;

De ned as The transport time of a request and its response
Formula Tcomm = Tresp — Texec

Quanti ed as Millisecond

Type int

4 Throughput:

De ned as The amount of requests that can be processed in a speci éatpar
time
Formula Throughput = # requests/time period
Quanti ed as Request/time unit such as minute, second, millisecond, etc
Type real
5 Availability:
De ned as The availability of a service is the probability that the\see is acces-
sible
Formula Availability = Number of successful executions/Total nurabof invo-
cations
Quanti ed as Percentage
Type real
6 Trust:
De ned as The con dence in a given service involving characterisgogh as se-
curity and con dentiality.
Formula "service reputation + security + con dentiality"
Quanti ed as Value or level derived from a trust policy (e.g. levels sushHagh,
Medium, and Low)
Type String

According to the quality description model introduced ia pgrevious paragraph, the follow-
ing code shows how thesponse timand theavailability are de ned.
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<pgd:CommunityDocument
xmlins:pqd="http://si.elet.polimi.it/schemas/wsquali ty/2007/01/communitydocument”
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e"
xsi:schemalocation="...">

<description>Basic QoS Parameters</description>

<PrimitiveDimension name="response_time">
<LinearFunction>
<slope>-0.25</slope>
<yintercept>1</yintercept>
</LinearFunction>
<minValue>0</minValue>
<maxValue>4</maxValue>
<unit>sec</unit>
</PrimitiveDimension>

<PrimitiveDimension name="availability">
<SigmoidFunction order="descending">
<multiplier>100</multiplier>
<expmultiplier>10</expmultiplier>
</SigmoidFunction>
<minValue>0.9</minValue>
<maxValue>0.99</maxValue>
<unit>sec</unit>
</PrimitiveDimension>

</pgqd:CommunityDocument>

3.2.2 QoS-Matchmaking

The quality model introduced in Section 3.1 can be used to@éoth the capabilities of a Web
service provider and the requirements of a Web service. iGivese two de nitions, a match-
making mechanism is able to verify if a set of requiremengssatis ed by a set of capabilities.
Finally, an agreement phase is performed to agree on whelharreal quality level that the
provider must ensure with respect to the amount of moneyttieatiser is willing to pay.

Capabilities. Capabilities re ect the quality offered by a Web servicepder. Focusing on
the service description, the provider before publishisgviieb service de nes a document ex-
pressing the functional aspects.

We de ne a capabilityc(qd ) as a restriction on the range of admissible values of thétgual
dimensiongd . More precisely:

c(qd) = hgd:name; offering; gdprice (offering )i; 2)

whereoffering qd:V represents the restriction on the range of admissible sallrethis
way, the provider de nes, given a quality dimension, whick the actual values the provider is
able to support. In addition, the provider also de rggdprice function which maps the depen-
dency between the offered values and the price per useriaesbwith such a provisioning.
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According to this model, the provider during the publicatjorocess of a Web service will
attach a documer@ collecting all the supported capabilities. In particular:

C=1fc(ad)g 8qd 2 QD: ®3)

Requirements. Similarly to the capabilities, the user requirements a@essed on the basis
of the quality dimensions identi ed by the community. In peular, for eachqd 2 QD users
operate a restriction on the admissible range of valuesh ihi$ operation, the users state which
is the required quality. Hence, a user requirenterihat will be compared to the capabiliti€s
during to the negotiation process is de ned as:

UR = hfur(qd)g; budget; (4)

where the ur (qd)g represents the user requirements of a spegdcandbudgetis the amount
of money that the user is willing to pay for the service. Inailet

ur(qd) = hgd:name;request; wi: (5)

The elementequestin ur represents the requested value for the given quality dilmens
while w represents the weight that speci es how much the relatetitgubmensionqd in u-
ences the overall quality of the service.

Matchmaking. To state if the requirements IdR can be satis ed by the capabilities @,
the following expression must be veri ed:

8qd 2 QD isec(c(qd);ur(gd)) = c(qd):offerings \ ur(qd):requesté ;: (6)

In this way, for each quality dimension we can identify whagle the admissible values. At
this stage, the cost of providing a quality level, as wellresyirice to have a quality level are not
yet considered.

Agreement. The last step consists in the identi cation of the serviceeleagreement as a
re nement of the matchmaking also considering the cosessiAccording to our quality model,
the provider has de ned how much is the cost for offering aaiarlevel of capabilities. The
cost varies with respect to the values that a given qualityedision might assume. On the other
side, the user has declared the budget and her preferermasttad quality dimensions. Goal of
the agreement phase is to identify, for each quality dintens subset of the admissible values
that can optimally distribute the budget among the qualityethsions also taking into account
the user preferences [Comuzzi and Pernici, 2007]. Once thassets are identi ed, they feed
the QoS Monitoring.
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3.2.3 QoS-Oriented Global Self-Healing Architecture

The component diagram, shown in Figure 26, represents thaesding architecture dealing
with QoS management. Four main modules compose this actiiviée

1. Monitoring - It observes, intercepts and extends excbdmyessages between requesters and
providers. It logs relevant values related to QoS pararseter

2. Measurement - It extracts data logged by the monitoringuteoeither periodically, or after
noti cation from the monitoring module. It detects misbglms (symptoms of QoS degra-
dation) by using temporal chronicles and sends the reld#tha to the diagnosis and repair
module.

3. Diagnosis & Repair (DiagRepair) - It reasons about theetu\Web service state and diag-
noses faults based on the alarms received from the measurerodule. It builds the associated
repair plans.

4. Recon guration Executor (ReconfExec) - It, dynamical{ye-)binds requesters to (new)
providers in agreement with the plan produced by the Diagraved Repair Module.

O
WebService .
Requeste . <<component>>
Monitoring
N |
o [
WebService
. . . Provider
<<component>> & <<component>> =]
PutQoSValues . Measurement ReconfExec .

<<component>>

GetQoSValues

DiagRepair

Figure 26: Web service Self-Healing Architecture for clssel self-healing

3.2.4 QoS Monitoring

The Monitoring module intercepts request/response messagd extends them with metadata
describing the involved QoS parameters and the relatecgvalbtained at run-time. Figure 27
gives an example of the obtained SOAP Header after extension

QoS parameters may need to be processed on the providemsiggecution time), or on
the requester side (as response time), or on both sides ifasuwaication time). As depicted
in Figure 28, the monitoring module is composed of severatitaos, ReqSideMondeployed

44 SIXTH FRAMEWORK PROGRAMME



IST-516933: WS-DIAMOND D3.2

< >
< soapenv:actor"http://schemas.xmlsoap.org/soap/actor/ne:
soapenv:mustUnderstand"0">1176445337025 </ >
< soapenv:actor"http://schemas.xmlsoap.org/soap/actor/ne|
soapenv:mustUnderstand"0">1176445337008 </ >
< soapenv:actor"http://schemas.xmlsoap.org/soap/actor/nex}'
soapenv:mustUnderstand"0">1176445336893</ >
< soapenv:actorhttp://schemas.xmlsoap.org/soap/actor/next
soapenv:mustUnderstand'0">1176445336908</ >
</ >

Figure 27: SOAP Header example containing QoS-related M#taand corresponding values

one on each requester side and a unique moritor SideMondeployed on the provider side.
Hence, we obtain one provider-side monitor interceptithgegjuests towards the monitored WS
provider, and one requester-side monitor for each one oégsesters.

| ] <<component>> =]
ReqSideMon
ull N
u |
<<component>> E]
_ . ProvSideMon
PutQoSValue .

O
WebsService | | o

|| <<component>> =]
RegSideMon
] [
H

WebService

Notify WebService

Figure 28: Component diagram of the monitoring module vy two Requesters

Figure 29 exposes the sequence diagram of the monitoringlewo8ach monitor intercepts
exchanged messages between the two peers and enrichesregh@rd, request/response by
computed QoS values. The last monitor extracts nal QoSesland sends them to the log
database.

Figure 30 illustrates the activity diagram when dealinghwitonitors on both requester
and provider sides. This activity diagram involves thedwiing 5 steps: 1) the requester-side
monitor extends the request message by adding the valigguivalent to messages 1 and 2
in Figure 29], 2) the provider side monitor extends the retjugessage by adding the valize
[equivalent to messages 2 and 3 in Figure 29], 3) the prower monitor extends the response
message by adding the valt&[equivalent to messages 6 and 7 in Figure 29], 4) the requeste
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Figure 29: Sequence Diagram involving monitoring actions

side monitor extends the response message by adding thet¢dlequivalent to messages 7
and 8 in Figure 29], 5) in addition, this monitor is in chargecomputing and logging QoS
values [equivalent to messages 9 in Figure 29] related fworese time, communication time
and execution timeTresp Tcomm andTexec

Requester

ReqSideMon

ProvSideMon

Provider

WS Requester

WS Response

Wait Response

WS Response

UpdateLog

WS Response

e —— WS Response

WS Requester

Figure 30: Activity Diagram of the Monitoring module. Thedester is represented in the rst
swim lane; the Requester Side Monitor in the second; theigkowside Monitor in the third;
and the Provider in the last swim lane.
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Figure 31: Sequence Diagram for the measurement moduladtitns

3.2.5 QoS Measurement

The Measurement module aims to detect QoS degradation bagkd logged parameter values.
As illustrated in Figure 31, when degradation is detectesbrids alarms to the Diagnosis module
in charge of reasoning about degradation sources.

In the following, we present two measurement approachesiaptad. Both use chronicles,
where a chronicle is a set of events, interlinked by time tairgs, used to specify degradation
symptoms. In the rst, chronicles are directly de ned fromeats built from QoS parameters
based on time measurement. The second is casted into HidalkdWwModels framework which
provides a means to estimate the health state of the systarwlasle.

A. First measurement approach

Measurement and QoS degradation detection are made atd®leVel (for all future re-
quests) using simple temporal chronicles.

Figure 32: Example of temporal chronicle triggering threecgssive increases of response time
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Figure 32 presents a temporal chronicle involving respdime. For this chronicle, we
consider the mean response time (Avg), computed for all prastessed requests, plus a toler-
ated delay D that is proportional to the "standard devidtiobhe corresponding alarm event
involves a current response time higher than this compuddaey The chronicle is triggered
when the measurement system detects this event for threessine times. A formal descrip-
tion of the elements of this chronicle may be adopted in aonémce with notations of CRS
[Cordier et al., 2007] as given in the sequel:

Messages:

message TexecViolation
message TexecOK

Triggering time condition:

TexecViolation: Texec>(AvgTexec+D)
TexecOK: Texec(AvgTexec+D)

Events:

Event(TexecViolation, t0)
Event(TexecViolation, t1)
Event(TexecViolation, t2)

No Event of type TexecOK between t0 and t2
NoEvent(TexecOK,(t0,t2))

Temporal constraints between instants :
tO<tl<t2

B. Second measurement approach

Traditional methods of QoS degradation detection are dichio simple analysis of the cur-
rent system behavior. However, QoS parameter values neked tollected and ltered over
time as done by some existing heuristics in order to haveligtieariew of a system for possible
healing procedure.

The Hidden Markov Model (HMM) [Rabiner, 1990] aims to evadkidghe current system
state under partial observation and probabilistic hypsthe We use HMM in order to analyze
the state of web service based applications. When susgextie ciency, HMM signalizes it in
order to decide about the appropriate healing actions.

HMM is suitable for analyzing the web services behavior, lehising our architecture
framework based on the external monitoring of behaviorgledd, web services are built by
composition of distributed services involving differemingce providers. In this case, assuming
access to the internal logic of web services is not reali€iensequently, we have to deal with
the external behavior of web services (what they emit) ieotd analyze and predict the current
system state.
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A HMM is a discrete-time stochastic model de ned as a Markawcess with non-
observable (hidden) states. Only interaction-relatedrin&tion is observable. The HMM is
atuple< S;A;V;B; >, where:

Sis the set of states:

S=1fs1;8;:5m0
Ais the transition probability distribution among the state
aj = P[sj;t+1=5;t]
V is the set of observable variables:
V = fvy;vo; i vn G
B is the current probability distribution to observebeing ins; :
b (k) = P[observe yx = 5]
is the initial state distribution:
= f 1 205 Mg

In our case, we consider three hypothetical states to mbdev&b service QoS behavior, as
described in the following:

1- Working (W): the service provider is working ef ciently.

2- Partially Working (PW): the service provider is workirdmt shows some QoS regression
compared to the expected behavior.

3- Not Working (NW): the service does not work or it shows weatable evolution of QoS
values.

The variation of a web service behavior makes hard the aecisi take about the actual
state. The decision has to be based on:

rst, estimation of the current state,
second, knowledge about the history of this service and

third, an idea about the web service state transition fronpekiwg state to a de cient
state.

We hence consider a system with three functioning states: = {Working,
P artiallyw orking , NotW orking }.

The transition matrix A is pre-computed on the basis of mldtiexperiment. An example
of values is presented in Figure 33.

For example, 0.5 represents the probability that the serpasses from the PW state at
instant t to the W state at the instant t+1.

In our case, V represents the observed valeeecV = f T exeq.

B allows us to derive the probability distribution of the mnmt state. We makes use of the
average and the standard deviafiamorder to compute this distribution.

"The standard deviation of a set of values distribution is asuge of the spread of its values.
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t+1

N
W PW NwW
08 0.1 0.1
05 0.3 0.2
02 04 04 N

A

T

Figure 33: The transition matrix A

For theTexecvalues measured at the instaindt+1, the observable B is as following:
B = P(Texeq
=fP(W);P(PW);P(NW)g
=f0:3;0:7;0g
Bt+1 = Pi+1 (Texeg
=10:6; 0:4; 0g
We suppose that the initial state distributionis equal toB;:
=f0:3;0:7; 0g
Let's compute the current system state while analyzing deew@ion time value of the sys-
tem at two different instanced: andt+1. At the instantt, the observed distribution state of
execution time value i8; = 10:3;0:7;0g. At the instantt+1, the observed distribution state
isBi+1 = f0:6;0:4;09. Through the Hidden Markov Model, we make use of (1) the pnevi
observed distribution stat@®(), (2) the current observed distribution staBy; ), and (3) the
transition matrix A.

G "\
P(W) = Pu1(W) = (0.3*0.8 + 0.7*0.5 + 0 * 0.2) * = [0.354
P(PW) P.1(PW) = (0.3*0.1 + 0.7*0.3 + 0 * 0.4)} | =]0.204
P(NW) Pui(NW) = (0.3*0.1 + 0.70.2 +0*0.4)F |=] 0
e /\_}
State di_stribution at Observed distribution at State distribution a
the instant the instant+1 the instant+1

Figure 34: Running the Hidden Markov Model Chain

As illustrated in Figure 34, the result of the HMM is the prbligy of the current system
state. Values "0.354", "0.204", and "0" represent respelstihe state distribution of the system
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involving "Working", "Partially Working", and "Not Workig" states. We note that values ob-
tained at state distribution are not a probability of beim@ igiven state knowing the observable
values. When dealing with associated probability, one ba®tmalize those values.

The output values of HMM are not binary and not decisive, artheed another mechanism
to help us on taking nal decision about the system state. Mudiesd chronicles for this purpose.

These computed values are used as input event message twdhiles. According to the
adopted policy, we adjust the events that trigger chrosickor the FoodShop application, the
detection chronicle is triggered when it receives threessgive executions with the probability
of PW (Ppw ) greater than 0.8 or the probability of the N\R\(w ) greater than 0.5.

A formal description of the elements of this chronicle isagivn sequel:

Messages:

message TexecViolation
message TexecOK

Triggering time condition:

TexecViolationPyw 05 Ppyw  0:8
TexecOK: TexecViolation

Events:

Event(TexecViolation, t0)
Event(TexecViolation, t1)
Event(TexecViolation, t2)

No Event of type TexecOK between t0 and t2
NoEvent(TexecOK,(t0,t2))
Temporal constraints between instants :

to<tl<t2

3.2.6 QoS Diagnoser and Repair Planner

In Figure 35, the QoS-diagnosis and QoS-repair planner {Qia§Repair) module is detailed in
two distinct sub-components, focusing on QoS managemegitiielQoS-Diagnoser component
is in charge of diagnosing QoS degradation source usindveztalarms from the measurement
module and QoS parameter values previously logged by thetonmg module, and 2) the
QoS-Repair Planner component is in charge of elaboratipgractions based on the diagnosis
performed by the QoS-Diagnoser component.

Figure 36 presents the sequence diagram involving interecbetween the measurement
module, the internal components of the diagnosis and refainer module, and the recon gu-
ration executor module, which has the task of recon gurimgdervice architecture. As depicted
in Figure 36, initially the measurement triggers alarms mvtletecting degradation. After that,
the diagnoser analyzes the relevant logged QoS paramdtesyvét prepares a report describing
the system state which is sent to the planner in order to gedvealing actions.
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arms PT;ﬁ\_‘
L =l

<<delegate>L

\
<<component>> ]
RepPlanner Plan
Diagnostic

Figure 35: Component diagram of the QoS-Diagnosis and Qe&iRPlanner module

|L0g| IMeasurement| | Diagnoser | | RepPlanner I
I | I I

| 1: Alarms |
2: GetQoSValues

\ <<component>>
<<delegate>> DiagRe pair

<<component>> =]
Diagnoser

Alarms

<<deleg\ate>>
GetQoSValues

GetQoSValues

|

|
|
_ _ _ _]| | 3 QoSvales | 4: Diagnostic |

5: Plan

Figure 36: Sequence diagram for interactions of the Diagraosd Repair Planner module

3.2.7 QoS SH-mechanisms execution

The QoS-Recon guration Executor (ReconfExec) module isharge of. 1) offering Virtual
Web service interface and executing the effective Web sey) enforcing recon guration fol-
lowing the plan generated by the repair planner module. Tihedl Web service is a dummy
service that displays the interface of the effective Wekisemprovider. From the requester point
of view, requests are sent to the virtual service. Routiegetrequests to the effective provider
is achieved by the Dynamic Connector.

The Dynamic Connector intercepts requests addressed Yorthal Web service and dupli-
cates parameters for the effective Web service. Also, @raepts response and substitutes the
Virtual Web service response values by the effective Weliseresponse values.

To execute a recon guration repair action, the Connectoesator (see Figure 37) generates
a new connector in order to bind requests to another sel&@daservice provider. The new
generated connector is deployed by the DeploymentManammepanent which connects to the
server container manager and reloads the new Java classmpling the connector. After
achieving this task, the requester requests are rerouthe twew selected Web service.
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D3.2

WebSeryjce

1|

<<component>> ;
ReconfExec

Dynami¢Bind

<<component>> =]
Virtual WS

<<component>>
k< —dependency — _{pynamic Connector

% Solicits server container
\ manager for Reloading the
new "Dynamic connectog”
-
-
\ -

<<component>> g]
DeploymentManager

<<component>> g]
ConnectorGenerator

]

Service

N
‘ebService
<<delegate®>

=]

RedeployNew Connector ‘—6
<<delegate>>
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Figure 37: Component diagram of the Recon guration Execatodule

<<component>>
Runtime JavaCompiler .

. <<component>>

ConnectorManager
RedeployNew Connector

<<component>>
Runtime WSDLCom piler

]

Figure 38: Component diagram of the ConnectorGeneratoutaod

Figure 38 shows the internal architecture of the Conne@ne&ator component. This com-
ponent, 1) receives the repair plan for the repair planneduiep 2) generates on-the-y the
stub of the selected effective Web service using Runtime\WS&inpiler , 3) generates auto-
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matically the connector code and compiles it using Runtav@Gompile?, and 4) redeploys the
new connector using the DeploymentMandger

1.1: WS Request 1.2: WS Request N
:Requester =] —> :RegSideMon =] == :ProvSideMon ] :Provider 5]
-— -
2.3.1: WS Response 2.3: WS Response
2.3.1: PutQoSVal .
1QoSValues 2.2: WS Response 1.3: WS Request 12‘1- WS Response
:Log O
__________________ | ReconfExec
I : Dynamic Connector 5] 1.4: WS Request| - Recon ec|
. ~
2.4: GelQoSVaIuesT 12.3.2: Notify 24.2: GetQobValues ~ I
| 2.2.6: Redepl
4.1: Alarm | e\poy 1.4: WS Request I
:Measurement | [ —» :Diagnoser & : DeploymentManager 5] > N |
| ~ |
| ~ :virtual WS 5] |
2.4.3: Diagnostic | 2.4.5: Generate < |
New Connector 2.1: Dummy Response
— 2.!L4: Plan = = |
: —+—> : t it

SPIHELIE E:I onnectorGenerator E:I The Dynamic Connector will use new |
| provider in the next invocation J

Figure 39: Communication diagram involving the componeftfie module of recon guration
executor

Figure 39 presents the communication diagram, for the wéyseem, illustrating the inter-
actions inside the recon guration executor (the part iaglie dashed box) after detecting a QoS
degradation and performing the associated diagnosis. difggam constitutes the integration,
highlighting the interactions, of the different comporsgnpresented previously: Monitoring
(Section 3.2.4), Measurement (Section 3.2.5), Diagnasis Repair Planner (Section 3.2.6),
and Recon guration Executor (Section 3.2.7).

The QoS diagnois and Repair are obvious in this case. Théedimglved web service is
substituted.

3.2.8 Service selection

In case of repair plan that requires a Web service subsiitditir recon guring the service, a new
concrete Web service is selected among all the available 3&klices that: (i) offers the same
functionalities of the substituted one, and (ii) offers ality of service compliant with the user
requirements. The WSSelector (see Figure 40) achievegdhisconsidering the description of
the failed Web service as the requirements that the sutestitieb service must satisfy.

Using the FindSimilarServiceFunction, all the availableBséervices are compared to the
failed one to identify which are the Web services compliaitihthe requirements. The resulting
set of compliant Web services feeds the Ranker that sostisétion the basis of the closeness be-
tween the admissible values for the quality provided andjttadity requested. At the same time,

8This implemented module allows compiling WSDL les at rung (to generate stub) based on provided func-
tionalities of Axis APIs.

9This implemented module allows compiling Java Classesrttme based on provided functionalities of Java
APls.
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the scoring process exploits also the information about Q®nsions prioritiesv included in
our requirement model.

In more detail, FindSimilarServiceFunction receives gmiirthe WSDL of the failed Web
service that represents the service request and the WSDMffeservice that has to be com-
pared to. Along with the WSDL, the FindSimilarServiceFumatalso receives the two WS-
Policy documents expressing the required quality and tfezaaf quality.

The WSDLSimilarityEngine states if two Web services areilsincomparing their inter-
faces as described in the related WSDL. Functional matchmgatompares the names of the
operations, and their parameters, as well as the numbefavédfoperations w.r.t. to the num-
ber of required operations. The evaluation of similarityozgn names relies on the relationships
of the names in a reference ontology [Plebani and PerniGiyR0The approach is also work-
ing in case the Web services are described using SAWSDL (Steamannotated WSDL), an
enhanced version of WSDL where operations and parametarBecannotated using concepts
included in a reference ontology. In this case, instead ofpgaring the operation names, the
matchmaking algorithm analyzes the relationship of theotations in the ontology. The simi-
larity evaluation between two annotations depends on the@af the annotations that could be
classes or properties. In case both annotations are clasbeth annotations are properties, to
compute the similarity between the two annotations we tat@account the subsumption path
which connects them. In case one of the annotations is a afasthe other one is a property,
we rst verify that the domain of the property corresponddhe class. If so, the similarity is
inversely proportional to the number of properties de nthg class.

Finally, the WSQCoreAnalyzer states if the quality offelyda Web service satis es the
requirements expressed by another one. The quality is esgueaccording to the model intro-
duced in Section 3.1 and the matchmaking approach has beedtoed in Section 3.2.2.

Figure 40: Collaboration diagram with the components iwdlin the service selection.

3.3 From local to global management

In a local scenario, the monitoring of QoS values considahg @ pair of provider-requester. In
a global scenario, the monitoring must target global Qo&rpaters belonging to several pairs
of providers and requesters. Typically, we consider executme related to a request sent to
two different providers involved in the same orchestratioichoreography.

The diagnosis is more sophisticated in the case of globabgeament. Indeed, it is not lim-
ited to the analysis of interaction between a single paieqtiester/provider, but it reasons about
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the interaction of the Web service with multiple other Webveres of the global application.
This global view of the system gives us the possibility taniify the source of the degradation,
and to optimize the repair effort by avoiding over-reactsi@md useless recon guration actions.
Such a situation occurs for QoS degradation due to delayagatifon.

Figure 41 gives an example where the local management ewaw inef cient repair that
global management may resolve. The FoodShop example iscwmtwith an online Shop that
sells and delivers food and a rst Web service "warehouseHMj\Wiat is responsible for stocking
imperishable goods. In case of perishable items, that ¢do@stocked, or in case of out-of-stock
items, the WH must interact with the second Web service "siyfSUP). Customers interact
with the Shop interface in order to place their orders, payhitis and receive their goods. In
the following, we focus on the case of an order of cereal (mspeable, directly from WH) and
milk (perishable, from SUP through WH).

As illustrated in Figure 41, the Shop requests cereal anklfnoim Web service WH, which
prepares the cereal and calls Web service SUP to ask for miékegyy represents the ex-
ecution time of the pair shop/WH arnlexegyp represents the execution time of WH (as
requester)/SUP.

Figure 41: The global management of interlocked Web sesvice

The current SUP Web service is de cient. It generates an mtapo delay during the pro-
cessing of each request which exceeds for bb#xegyy andTexegyp the max acceptable
values. The two detection chronicles, related exegyy andT exeGyp, trigger alarms. Inthe
case of local diagnosis, the local diagnoser, related to 8P service, compares the response
time and the communication time with the max acceptableagland deduces that the problem
comes from the processing level. It generates a plan toisutbsEUP by SUP'. Similarly, the
local diagnoser, related to WH, deduces that it is faultye(tuSUP degradation propagation).
It generates a plan to substitute WH by WH'.

As a result, in a local diagnosis context and when we considparately WH and SUP,
each local diagnosis leads to the verdict of de ciency ohssociated WS:

Local_Diagnosis (W H;deficient ) ) WH QoS degradation
and
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Local_Diagnosis (SUP; deficient) ) SUP QoS degradation:

The plan generator related to each provider would decidatistiute both services:

Substitute (W H; WH % Where WH' is equivalent to WH.
and

Substitute (SUP; SUP?% Where SUP' is equivalent to SUP.

In a global context, the global diagnoser is supposed to laeeawf the architectural structure
of the composition. It identi es that SUP is the source of @eS degradation, and deduces
that the WH degradation is a propagation problem analysigenerates a unique plan which
substitutes SUP by SUP".

As a result, the global diagnosis of WH and SUP produces ttanimg:

Global_Diagnosis (W H; SUP; deficient; deficient )
N(Texeoyn Delaysup  AvgTexeoyn + Dwh )
) SUP QoS degradation

With WH degradation is due to degradation propagation.

The global plan generator generates the following repaioc
Substitute (SUP; SUP?% Where SUP' is equivalent to SUP.

A formal description of the elements of this chronicle isagiin sequel:

Messages

messagd exegyy V iolation
messagd execyp V iolation
messagé exegyy OK
messagéd exegyp OK

Triggering time condition

Texegyy Violation : Texegyy > AvgTexecwn +Dwn
Texegyup Violation : Texegup > AvgTexecsyp + Dsup
Texegyy OK : Texegyy  AvgTexeayy +Dwn
Texegup OK : Texegup AvgTexegup +Dsup

Events

Event(l exegyp V iolation , t0)
Event(l exegyy V iolation, t1)

No Event of type TexecOK between t0 and t1
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NoEvent{ exegyy OK ,(t0,t1))
NoEvent{ exegyp OK ,(10,t1))

Temporal constraints between instants

t0< t1
Be sure that WH Web service is without delay

Texegyy - Delaysyp (AvgTexeGyy +Dwh)
with Delaysyp =Texegup - (AvgTexegup + Dsup)

The different diagnosis situations are detailed in theofeihg:

1- First case: Both services are de cient. In this case, tbbal diagnosis is equivalent to
the local diagnosis of WH and SUP. The two services have tabstisuted.

Global_Diagnosis (W H; SUP; deficient; deficient )
N(Texeoawn Delaysup  AvgTexeown + Dwn )

Local_Diagnosis (W H; deficient ) ~ Local_Diagnosis (SUP; deficient )
) Substitute (WH;WH 9*  Substitute (SUP; SUPY);

2- Second case: Both services look de cient, but the SUPessthurce of degradation, and

the delay engendered by this degradatibelaysyp) propagates and affects the WH.
The global diagnosis identi es the degradation source,raqdests for SUP substitution.

Global_Diagnosis (W H; SUP; deficient; deficient )

N(Texeoyn Delaysup  AvgTexeown + Dww )
Local_Diagnosis (SUP; deficient )

) Substitute (SUP; SUPY);

3- Third case: Only the SUP Web service look de cient, andhigé speed of WH execution

absorbs the SUP's Delapé€laysyp). In this case, the global diagnosis is equivalent to
the local diagnosis of SUP.

Global_Diagnosis (WH; SUP; : deficient; deficient )
Local_Diagnosis (SUP; deficient )
) Substitute (SUP; SUPY);

4- Fourth case: Only the WH Web service is degraded and thmbtbagnosis is equivalent
to the local diagnosis of WH.

Global_Diagnosis (WH; SUP; deficient; : deficient )

Local_Diagnosis (W H; deficient )
) Substitute (WH;WH 9);
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3.4 Prototypes

This section presents the architecture of the prototypetlamdssumptions and implementation
details.

3.4.1 QoS-oriented self-healing prototype

This section describes the details of the prototype whicplements the QoS-oriented self-
healing architecture presented in section 3.2.3. We ilitistin the following the the functioning
of the prototype in term of interaction between QoS managemponents. Then, we present our
implementation choices and the function provided by outgiype.

Figure 42 offers an overview of the whole recon guration rszeo execution. Previously
presented sequence diagrams are merged to show the glvatiions between the main com-
ponents of the self-healing architecture. In this scenagiguests are routed to Providerl which
raises a QoS degradation. After measurement, diagnosisepad actions, the architecture is
recon gured and requests are re-routed to provider2 (tlneseected provider).

|Requester| |Peq54deMon| — [Measuremem| | uagnoser ‘ — ProvsideMon

‘1w5Rq st ‘

Connector
Generator

Deployment
Manager

Dynamic

[Viuaiws | [Providers | [Provider2
Connector

2:Ws Reqp st

7: WS Redponse

5: WS Request !
b: Dumy Response

11 PuQoSValles
12: Notify

I
|
3: GetQoSValyet
4: QoSValues
14: QoSval |

15: Alarms

16: GetQoSValues
17: QoSValues

20: New Connector
L 21: Redeploy

26: WS Request
7: Dui Respon:
(67 Doy Respor ,g 28 wsResporke

|
22: WS Request

Figure 42: Sequence diagram in repair situations involwagitoring, measurement, diagnosis
and repair execution tasks

The internal architecture of the monitoring module is inmpéated as two monitors and a
database accessible through a Web service. Monitors alerimepted as handlers of the Web
service container, and the database using MySql. The nmezasat module is implemented
as a single Web service, which receives noti cation from kbgger and sends alarms to the
diagnosis module if it detects a QoS degradation. The Disigreand repair planner module is
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implemented as two Web services: the rst for diagnosis drdsecond for the generation of
recovery plans. The internal architecture of the reconagion executor module is composed of
two Web services: One for the automated dynamic code géoeraft the new connector, and
the second for dynamically deploying connectors whose @®dgnerated on-line to execute
repair plans by rerouting requests to new service provid€he implementation is based on:
Java Re ection, Java Runtime Compilation, WSDL Runtime @dation, and XML Parsing.

Version 2 (see Figure 43) of the prototype provides globahitooing of QoS and web
service dependencies.

Figure 43: Global monitoring: current version of the prgp

The left side of the Figure 43 shows the process pro le of thedShop application. Indeed,
each column represents a Web service (as Warehouse), dedhiectangle is a operation exe-
cution (as localShop), blue lled rectangles representglyonous operations while gray lled
rectangles asynchronous operations, and horizontal legesent remote invocations.

In the right side, the prototype shows the statistic angalgEoperations inside a web service
considering the Hidden Markov Model (see section 3.2.5).

3.4.2 Integration and coordination of class-level and insince level self-healing

This part introduces the studied architectural integratibthe functional healing prototype (i.e.
functional level monitoring, diagnosis, planning modulesddition to the SH-BPEL module)
and the QoS manager prototype (interaction-level momitpriiagnosis, planning and recon g-
uration). The main goal of this integration is to manage $iameously functional faults and
QoS-related de ciencies. We assume, in a rst time, that @Qushagement is handled only for
stateless service providers (the considered providerghareocalShop, LocalWH, and Local-
Supplier Web services and not the BPEL or SH-BPEL modulesjintdining a correct state
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execution for the on-going requester-side work ow is alsmsidered by those integration pro-
posals.

A. Passive integration

A rst option to achieve integration considers that the twodules (i.e. SH-BPEL and QoS
manager) are connected but do not interact directly by exgihg requests. For such solution
no modi cation in APl and in code is needed neither for thedtional self-healing modules nor
for the QoS manager modules.

A.1l. Transitory phase managed at the behavioural level (11)uFégd4

In case of functional faults, the functional healing modusehieve repair at the instance
level by bypassing the QoS manager. This substitutionmetith not have any bad consequence
on the management of QoS because it only concerns the taiigstance of the work ow. Other
current and future instances will not be affected by thisstuiion.

In case of QoS degradation, the QoS Manager starts a recatign based on class-level
substitution or duplication. During a transitory phased@goyment phase), the old provider
is unreachable temporarily. This unavailability may geterfunctional faults. For this rst
possible integration architecture, these faults will benagged by the functional level repair, and
handled as a transient loss of connection.

Instance-level substitution Transitory
““““““““““““““ = LocalShop3 Wel
Service

QoS Manager

_ LocalShopl

(Shop Client (including its own > Web Service
monitoring, diag}= = = = = .
andbclt?tsii-livel I Class-level
SUDSUILTO I substitution
1
LocalShop2
- —
- Web Service

Figure 44: Transitory phase managed by functional healinduies

A.2. Transitory phase managed by the QoS manager itself (12urEig5

As for the last section, the two modules are connected withead of active interaction.
The difference in this section is that the QoS Manager mandgetransitory phase itself. This
is achieved thanks to a new dynamic connector deployed oclitre side.

If a functional fault is detected, the functional healingdules achieve repair at the instance
level by bypassing the QoS manager as described in the H&irse

When the QoS Manager performs a recon guration, the oldisemprovider is unreachable
temporarily during the transitory phase. Contrarily to finevious architecture, this problem is
managed thanks to a dynamic connector deployed on the slamt This connector aims to take
in charge redirection of client requests to a transitory peaider, until the end of the transitory
phase.

B. Active integration (I13): Figure 46
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Instance-level substitution Transitory
T T T > LocalShop3 Wel
1 Service
) Functional healing QoS Manager
Client

(Shop Client)

(including Shop

executed within SH
BPEL)

. LocalShop1

(including its own
monitoring, diag
and class-level

substitution

~ Web Service

1 Class-level

I substitution
1

LocalShop2
Web Service

Figure 45: Transitory phase managed by QoS manager

For active integration, presented in Figure 46, the twoqtypes are connected through ex-
tended interfaces to allow direct and active interactiomeylcooperate to exchange information
about current repair plan or to ask for recon guration.

On the one hand, the QoS Manager asks for instance level geration during transitory

phase. In order to deal with service provider temporaryatisection, the QoS Manager sends
alarms to the functional repair modules. It informs it abthis transitory phase in order to
achieve instance level recon guration and ensure non4stopess execution for current running
instances.

On the second hand, the functional level modules ask fosd&®| repair in case of per-
manent functional fault. It sends recon guration requéstthe QoS Manager to repair at the
class-level.

Instance-level substitution Transitory
CTTTTT TS T TS T T T T s = LocalShop3 We
I Service
. Functional healing QoS Manager
C“e“t__), _ LocalShop1l
(Shop Client) | inciuding Shop (including its owr] > Web Service
executed within SH- monitoring, diag|= = = — — |
BPEL) and class-level I Class-level
Substittion I substitution
Permanent functiondl : LocalShop2
fault = = = = > Web Service

Manage transitory phase

Figure 46: Active integration between QoS Manager and Fomat healing modules
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